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PREFACE 
 

A MESSAGE FROM DR. JAVAID R. LAGHARI, CHAIRMAN, HIGHER EDUCATION COMMISSION, 
PAKISTAN 
It is a pleasure for me to introduce this new instrument for the Pakistani educational community in the life 

sciences.  This volume will bring biorisk and biosecurity to faculty, students, and alumni of the Pakistani life 

sciences and provide a platform for raising dual-use awareness.  Also, it is important to highlight the 

successful partnership between the academic community of Pakistan, in particular Quaid-i-Azam 

University, and international organizations and experts that was developed to prepare this compendium on 

biorisk management and dual-use issues in life sciences. 

The Higher Education Commission (HEC) is committed to support the development of science education in 

Pakistan. The national strategic framework includes an increased investment in higher education to reach 

20% of the education budget as well as an increase in the education budget to reach 7% of the gross 

domestic product. The HEC is also supporting research and development as well as public-private 

partnerships, such as incubator programzzs and science parks for research. In addition HEC is pursuing the 

formation of an association of world-class higher education faculty through the development and 

harmonization of curricula, accreditation, and continuing professional education in Pakistan and abroad. 

Indeed, the collaboration of Pakistani academia with the international research community is also a major 

objective of the HEC. 

The development of the life sciences and biotechnology are encouraging achievements for Pakistan. The 

applications are providing important advances in food security, public health, and economic development 

for the nation. At present, more than 50 universities and 200 departments in the country offer higher 

education in life sciences and biotechnology, educating thousands of young scientists to be the future 

leaders of this sector of the Pakistani economy and society. The level of research, international 

collaborations, and publications has improved several fold in recent years, and had an important impact on 

the national economy. Pakistan is becoming a leader among the developing countries as the new hub of 

biotechnology in the world. 

The rapid growth of life sciences and biotechnology in Pakistan also calls for increased training in the 

appropriate conduct of science and research. It is very important to assess, prevent, and manage potential 

risks correctly. It is also imperative that Pakistani scientists are aware of the many existing regulations, 

norms, and prohibitions, in order to conduct effective, safe, and responsible science. In addition to the 

national laws, it is also important that members of the scientific community are aware of the international 
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models and the norms of reference countries, and that they increasingly participate in collaborative work 

with international partners and institutions.  

I am pleased this volume addresses the majority of the key issues raised above, and I view this as the 

starting point for future dialogue surrounding dual use in the life sciences.  The areas covered in this text 

will help students and young scientists form safe and responsible scientific conduct and will be 

instrumental in the development of safe and secure research practices in Pakistan. 

I am also pleased that such an outstanding example of international cooperation on science education took 

place with, and in, Pakistan. The partnering scientific institutions, Quaid-i-Azam University, Landau Network 

Centro Volta, and Sandia National Laboratories, are from three different continents, yet were able to come 

together and produce a truly relevant educational tool for Pakistani scientific higher education. I welcome 

this volume and hope that the readers, the professors, and the students will feel the same. 

Javaid R. Laghari, Ph.D 
Chairman 
Higher Education Commission, Pakistan 

 
MESSAGE FROM DR. MASOOM YASINZAI, VICE-CHANCELLOR, QUAID-I-AZAM UNIVERSITY, 
PAKISTAN 

I am pleased to contribute to this volume, An Introduction to Biorisk Management and Dual Use in Life 

Sciences. It is a true example of partnership between three organizations from three different continents: 

Quaid-i-Azam University (the best university in Pakistan), Landau Network Centro Volta (LNCV) (in Italy), 

and Sandia National Laboratories (U.S. Department of Energy laboratory).  

Quaid-i-Azam University is publishing more articles each year than any other university in the country and 

is always at the forefront in frontier technology activities. It not only accepts cutting-edge technologies, but 

also employs the precautions required to use the positive advances of these new technologies without 

increasing the risk to society. I am proud of my team; they are the main players in producing this marvelous 

work that will be launched at the Seventh Review Conference of the Biological and Toxins Weapons 

Convention in Geneva in December 2011.  

This is not the only contribution from our university. Quaid-i-Azam University surveyed its young 

researchers to report their levels of awareness about this discipline and developed a course on Bioethics, 

Biosafety,  Biosecurity ,  and Dual Use Education, led by Dr. Zabta K. Shinwari, a renowned professor of our 

university. Now we are among the few leading universities in the world ensuring safe and responsible 

conduct of science. I have personally inaugurated one of the workshops conducted by this group, along 

with His Excellency the Ambassador of Italy in Pakistan, and have witnessed the enthusiasm among our 
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young researchers at being part of such an important and timely positive response to the potential biorisks 

of the emerging life sciences technologies. 

At Quaid-i-Azam University we train individuals who believe in the strength of science and its applications 

to provide socioeconomic improvements in our country. Critical thinking and continuous learning governs 

the lifestyle and culture of the campus. We believe that our actions as scientists should bring 

improvements to the society at large. All of our scientists believe in the conduct of responsible science. We 

have not only established the institutional Biosafety Committee as our legal requirement, but also 

established a viable office of Research Innovation and Commercialization that oversees the research 

conducted at the campus. 

Quaid-i-Azam University was founded to become an integral part of the development of the country by 

focusing on education training research and best practices to set the trends for other higher learning 

institutions of the country, among other purposes.  The work accomplished by the international 

partnership and reported in this volume exemplifies this purpose. 

Science and technology in Pakistan has grown significantly over the last decade, evidenced by a five-fold 

increase in research publications between 2001and 2010. Such an increase is particularly salient in the life 

sciences. Quaid-i-Azam University will continue to excel in the field of education by offering new and 

innovative learning opportunities to students in natural, social, and biological sciences. 

Despite our ambitious plans for the next ten years, the main focus of the University will be on quality rather 

than quantity. We believe in entrepreneurship and catalytic leadership, with an aim to produce job 

creators, not only degree-holding job seekers. The range of work displayed in this volume is in keeping with 

this goal. 

Prof. Dr. Masoom Yasinzai 
Vice Chancellor 
Quaid-i-Azam University, Pakistan 
 
 
MESSAGE FROM PROF. MAURIZIO MARTELLINI, SECRETARY GENERAL, LANDAU NETWORK-
CENTRO VOLTA, ITALY 

This book, An Introduction to Biorisk Management and Dual Use in the Life Sciences, is a commendable 

effort to provide researchers, educators, and students in life sciences and technologies with introductory 

and general information on the prevention and reduction of biological risks, as well as on issues of dual use 

in the life sciences.  

That scientists and technologists should be primary actors not only in the mitigation of biological risks, but 

also in the definition and regulation of the role of life sciences in society, is increasingly championed by 
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scientific, academic, and policy communities worldwide. To assume that role effectively, scientists should 

first be aware of the concepts, existing principles, measures, resources, and regulations that impact the 

practice of life sciences and technologies. However, the data available from various countries relating to 

the current levels of awareness of scientists and of their engagement in the discourse of managing biorisk 

suggest that life scientists have less knowledge of the technical and policy aspects of biorisk management 

and dual use than the ideal.  

This volume presents the first results of more than a year of a joint effort by the Landau Network-Centro 

Volta in Italy, the Quaid-i-Azam University in Pakistan, and the Sandia National Laboratories in the United 

States. It is an interesting first insight into the educational offerings on biological risk management in 

Pakistan and on the opinions of Pakistani students, drawn from hundreds of interviews.  

Furthermore, this book provides an organized collection of articles and information on biorisk management 

and dual-use issues in the life sciences. The interdisciplinary character of this material may surprise many 

readers, but in my opinion it is actually a remarkable novelty in the field of  biorisk management education. 

The reader will find not only information on existing techniques for management of laboratory and safety 

procedures, but also an examination of the ethical, legal, and policy background of biological risks, 

including the potential misuse of life sciences.  

The main purpose of this book is to emphasize that the enhancement of professional responsibility is not 

only a sound approach to preventing the misuse of life sciences, but it is also the best way to create a 

universal community of scientists and bioengineers with similar codes of conducts, best practices, and 

ethical-societal behaviors.  

Two other features of this product deserve particular mention. First, this book demonstrates a productive 

international partnership promoting safe, secure, and responsible science. Since its inception, Landau 

Network-Centro Volta has been devoted to promoting international cooperation in science and technology 

and to ensuring that key science and technology advances for the development and bettering of human life 

are used only for peaceful purposes. In this project, the Landau Network-Centro Volta has been pleased to 

work with the leadership of Quaid-i-Azam University, especially the research team of the 

Department of Biotechnology and Bioinformatics, and with Sandia National Laboratories of the United 

States. Secondly, it is our hope that this work will be particularly useful in raising the awareness of young 

scientists and researchers. Educating the young generations of today on the safe, secure, and responsible 

conduct of science and research will result in safe, secure, and responsible scientists and decision makers of 

tomorrow. We hope that the small, but ambitious, contribution of this work will advance that effort. 
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Finally, I want to thank Quaid-i-Azam University and Sandia National Laboratories for the fruitful 

collaboration. I extend my warm gratitude to the U.S. Biosecurity Engagement Program for the support of 

the project. 

Prof. Maurizio Martellini 
Secretary General 
Landau Network  Centro Volta, Italy 
 
 
MESSAGE FROM JENNIFER GAUDIOSO, INTERNATIONAL BIOLOGICAL THREAT REDUCTION, 
SANDIA NATIONAL LABORATORIES, USA  

This textbook addresses an extremely timely topic that brings the latest international thinking on biorisks, 

including biosecurity and dual-use concepts, into a national context for Pakistan life scientists. These 

concepts will be critical for life scientists everywhere because biotechnology is widely accepted as the 

transformative field of science of the 21st century, just as physics was in the 20th century.   

The first decade of the 21st century produced an explosion of new developments and, perhaps most 

excitingly, these developments are occurring globally. Furthermore, bioscience will be the cornerstone in 

helping the international community come together as one in the face of a significant increase in the 

frequency of naturally occurring emerging and re-emerging infectious disease outbreaks.2 Experts agree 

that this increasing frequency of new and re-emerging infectious disease is not a result of improved disease 

detection and diagnostics, but rather a consequence of a variety of demographic, globalization, and climatic 

trends.   

The other global infectious disease threat is the potential for the life sciences to be misused. The U.S. 

National Strategy for Countering Biological Threats (November 2009) highlights the historical precedence 

we must be mindful of the risks throughout history posed by those who 

sought to misuse the products of new technologies for harmful purposes. A global web of prevention will 

be required to address the full spectrum of biological threats from the increased incidence of naturally 

occurring diseases to the potential for the harmful use of biotechnology. This textbook and the ambitious 

associated educational initiatives underway in Pakistan should serve as a model for efforts around the 

world to enhance the traditional culture of responsibility in the life-sciences community. 

I hope this textbook will be an entry point for engaging life scientists in the management of biorisks. For 

interested students, there are a growing number of international resources that explore different aspects 

of some of the themes in this book in more detail. At the operational level, the World Health Organization 

                                                             
2 Nature (21 February 2008), pp. 990-994; 

Michael Greger, Critical 
Reviews in Microbiology (2007), pp. 243-299. 
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publishes technical guidance on both laboratory biosafety and biosecurity. The international community of 

biosafety and biosecurity professionals, including representatives from Pakistan, developed a laboratory 

biorisk management standard (CWA 15793). The U.S. National Academies published a series of reports on 

dual use, including Biotechnology Research in an Age of Terrorism,3 Globalization, Biosecurity, and the 

Future of the Life Sciences,4 and Challenges and Opportunities for Education About Dual Use Issues in the 

Life Sciences.5 The interest in these topics extends from the laboratories to the highest level of policy 

makers, as evidenced by the attention to biosecurity in connection with the Biological Toxin and Weapons 

Convention and the focus on the topics of this text that are addressed in the Fifth Review Conference and 

the intercessional programmes.  

Lastly, I want to emphasize that it has been an honor and a true pleasure to work with our partners, 

Quaid-i-Azim University and -Centro Volta, on this important project. I 

commend Quaid-i-Azim University for their leadership on this initiative. 

Jennifer Gaudioso, PhD 
International Biological Threat Reduction 
Sandia National Laboratories, USA 

                                                             
3 National Research Council, Biotechnology Research in an Age of Terrorism, National Academies Press, 2004. 
4 National Research Council, Globalization, Biosecurity, and the Future of the Life Sciences, National Academies Press, 

2006. 
5 National Research Council, Challenges and Opportunities for Education About Dual Use Issues in the Life Sciences, 

National Academies Press, 2010. 
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INTRODUCTION 
 

The volume you have in hand is one of the most relevant results of a cooperative effort among Quaid-i-

Azam University, Landau Network Centro Volta, and Sandia National Laboratories aimed to provide the 

Pakistani life-sciences academic community with better instruments for education on managing biorisk and 

dual-use issues.  The joint project also assessed the current awareness of these emerging topics among 

young scientists in Pakistan. 

Pakistan is a growing market for life sciences and biotechnologies, and a country where biotechnologies 

have great potential for beneficial social, economic, and health impacts. Recent estimates put biotech 

revenues in Pakistan in 2010 at 1.4% of the gross domestic product (GDP), and this percentage is expected 

to grow.6 Research in academia is also rapidly developing; publications by Pakistani research teams 

quadrupled in the last decade. Significantly, the majority of publications by major universities are from the 

life sciences. More than 200 university departments in Pakistan conduct life-science research, with growth 

expected in all areas, but particularly 

industry has been a government priority; with this government support, the country opened its first 

biotech plant in 2010.7  

Recent discussions addressing education and awareness-raising for biosecurity and dual use have been 

promoted in Pakistan. In February 2011, a w Its Dual Use,

kind in the country, was organized by COMSTECH in Islamabad;8 in May, Quaid-i-Azam University and 

Landau Network Centro Volta organized an academic workshop on awareness-raising on biorisk 

management and dual-use issues. Presentations on the state of biosafety and biosecurity education in 

Pakistan have also been made at the international level.9 The Pakistani authorities also produced 

Guidelines for the Development of Codes of Conduct for Life Scientists  that includes biosecurity and dual-

use considerations.10 

Quaid-i-Azam University, Landau Network Centro Volta, and Sandia National Laboratories worked together 

for fifteen months to achieve the objectives discussed above. Hundreds of interviews were held with 

students in what has been the first gap analysis on these topics in the Pakistani educational system. As 
                                                             
6 

the BTWC Meeting of States Parties 2010, December 2010, www.synthetic.cc  
7 Aldridge, S. (2010), , Nature Biotechnology, Vol. 27, No. 9, p. 788 
8 COMSTECH (2011), Workshop on Synthetic Biology and Dual Use, OIC Committee on S&T Cooperation (COMSTECH), 

Islamabad, http://comstech.org/Synthetic_Biology/tabid/1377/language/en-US/Default.aspx  
9 Nasim A. (2011), Biosafety Education in Pakistan,  Presentation to Side Meeting to the Preparatory Committee of 

the BTWC, Geneva, April 13-15, 2011 
10 Development of Codes of Conduct 
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mentioned, a workshop with Pakistani and international participants was organized and held in the Quaid-i-

Azam University premises. The following textbook was prepared both to document the activities of the 

partnership and to provide educators, researchers, and students with an introductory educational tool. 

The volume provides a view of the current consideration given to education not only on biorisk 

management and dual-use issues, but also bioethics in Pakistan. It also serves as an organized, 

comprehensive, and concise, source of information, tailored to the Pakistani national and educational 

context, for students, scientists, and educators. The textbook presents an overview of concepts, historical 

context, legislation, best practices, and ethical guidance on biorisk, biosafety, biosecurity, and dual use in 

life sciences.  

The flexibility of the textbook renders it useful for a range of interested actors. Students in life sciences and 

technologies, researchers, and senior scientists can independently use the following material to find 

information, guidance, and links to more detailed resources on biorisk, biosafety, biosecurity, and dual-use 

issues. This information is organized in such a way that it offers a comprehensive overview as well as a 

concise and specific consideration of 

introductory life sciences, biosafety, or bioethics courses can use the presented material to construct 

lectures or courses. Managers of laboratories or research institutions can use the material to find 

information on the regulatory measures and best practices to improve management of biorisk in their 

working or research environments. This volume thus constitutes a first effort for a concise textbook and a 

collection of information on biorisk management intended for life sciences and technologies students in 

Pakistan. The book includes biosafety and biosecurity measures as well as the management of dual-use 

issues, not limited to laboratory biorisk management. 

After reading or being instructed on these materials, learners will know this information resource exists; be 

aware of and understand concepts, measures, regulations, and debates on biorisk, biosafety, biosecurity, 

and dual use; improve their abilities to assess biorisk; recognize potential dual-use issues in their research 

(or in the research of those they teach or manage);  and make more informed decisions. We hope that this 

text will enhance the understanding of risk: what constitutes a risk; how to prepare and enforce prevention 

and management practices; what are the legal prohibitions, regulations, and law enforcement measures 

that protect responsibly conducted science and prevent misuse; what are the international models and 

regulations that would be applied to scientists conducting research in international collaborations; and 

what are the ethical norms and guidelines for responsible science and research. 

After the featured foreword on biotechnology in Pakistan by Dr. Anwar Nasim, the first chapter presents a 

survey, conducted on a sample of students of higher education in life sciences and biotechnologies, 

developed to assess the levels of awareness, the educational offer, and the opinions toward biorisk 
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management and dual-use issues in the life sciences. The following chapters present a series of organized 

information on biorisk management and dual-use issues in the life sciences that could be useful for both 

young scientists and educators to be introduced to these concepts and to the existing policies. Chapter 2 

introduces and discusses concepts and terms such as biorisk management, biosafety, biosecurity, dual use. 

Chapter 3 presents different types of biorisks relevant to the safety and security of individuals, the 

environment, and society. Chapter 4 considers the laboratory and discusses safety and management 

principles in the lab. Chapter 5 discusses the ethical aspects and the responsibility of scientists conducting 

scientific research. Chapter 6 presents the legal obligation of scientists, the law enforcement measures, and 

the prohibitions in Pakistan, as well as legislations that promotes responsibly conducted science, and in a 

comparative overview, legislation and law enforcement measures from other countries. Chapter 7 presents 

international laws and identifies the political entities preventing science misuse and supporting 

collaboration. Chapter 8 is a glossary of the principal terms used in the text.     
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FOREWORD: BIOTECHNOLOGY IN PAKISTAN 
Dr Anwar Nasim11 

Pakistan is an agricultural country; agricultural contribution to gross domestic product (GDP) is 21%. Nearly 

52% of the 180,000,000 citizens depends on agriculture for their livelihood.  Biotechnology has played a 

very crucial role in improving agricultural crops and developing varieties with improved and useful traits. 

Biotechnology has been defined in a variety of ways, including the application of scientific and engineering 

principles to the processing of materials using biological agents to provide goods and services. It has a very 

broad range of applications in health, environment, agriculture, and industry. Historically, it has been 

subdivided into Traditional and New Biotechnology or Old Biotechnology and Molecular Biotechnology. It is 

important to keep this distinction in mind. New Biotechnology refers to genetic engineering, cloning, 

recombinant DNA, molecular biology, and biochemistry. These new techniques for manipulating genetic 

material date back only to 1973.  

The government of Pakistan is always aware of the importance of biotechnology for national development. 

This importance is clearly reflected by the high priority given to biotechnology and information technology 

by the National Council for Science and Technology (NCST).  

The very first effort in Pakistan in the field of biotechnology was the creation of a division of Industrial 

Fermentation and Biological Products as a part of the Regional Laboratories Lahore within the Pakistan 

Council of Scientific and Industrial Research (PCSIR). The scope of the Regional Laboratory at Lahore as 

defined by the governing body of the Council included the divisions of Industrial Fermentation and 

Biological Products and Food Technology. 

Another development was the Nuclear Institute of Agricultural Biology (NIAB), created by the Pakistan 

Atomic Energy Commission in 1972. This institute organized a two-week course on gene cloning in 1981, 

which marks the beginning of activities in the field of New Biotechnology in Pakistan. This course was 

followed by the submission of a proposal by the author, Anwar Nasim, to the government of Pakistan for 

setting up a National Institute of Genetic Engineering in Pakistan. With all this background and a certain 

level of support from the government, activities have now begun that can be placed within this broad area 

of biotechnology.  

The undisputed major achievement has been the National Institute of Biotechnology and Genetic 

Engineering (NIBGE) at Faisalabad. The research programmes, national and international training 

workshops and conferences, and symposia organized by NIBGE are a source of pride for Pakistan. 

                                                             
11 Advisor Science to OIC Standing Committee on Science and Technology (COMSTECH), Pakistan 
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Research in biotechnology is moving extremely fast. Every day large amounts of data are being churned out 

of hundreds of laboratories worldwide. Despite being a developing country, Pakistan is not lagging behind 

in biotechnological research. Coordinated efforts and strategies at the government level laid a strong 

foundation for biotechnology. The Ministry of Science and Technology has already invested more than a 

billion dollars in various research projects. Presently there are 29 government institutes, organization, and 

universities working in the field of biotechnology. 

Realizing the immense economic potential of biotechnology, the National Commission for Science and 

Technology, chaired by the President of Pakistan, declared biotechnology research as one of the highest 

priority areas. Soon after this declaration, the National Commission on Biotechnology (NCB) was 

established (30th November 2001) for the purpose of promoting biotechnology research in Pakistan and 

preparing a biotechnology action plan. The commission includes eminent scientists and experts from 

Pakistan. NCB is an advisory body to the Ministry of Science and Technology, created to monitor the new 

developments in the field of biotechnology at national and international levels and to recommend 

appropriate measures for sustainable growth of the country.  

The Pakistan Biotechnology Information Center (PABIC) was established at Latif Ebrahim Jamal (LEJ) 

National Science Information Center, University of Karachi under the patronage of the International Service 

for Acquisition of Agri-Biotech Applications (ISAAA). The establishment of PABIC is an effort to initiate 

multidisciplinary research and enhance the awareness and appreciation of biotechnology at the local and 

international levels.  

Pakistan has several good institutions currently working on various aspects of biotechnology. There are a 

number of universities that offer various degrees in this discipline. However there is a serious lack of 

appreciation of biotechnology at the public and industrial levels. Coordination and exchange of information 

among institutions and practitioners of biotechnology is less than adequate. There is a need for a resource 

center in Pakistan that can serve as a hub to disseminate information, to support the collaborative efforts, 

and to develop a network of institutions and Individuals working in this field. PABIC is the platform that can 

achieve this goal.  

In spite of the overall dismal plight of science in Pakistan, biotechnology has done relatively well and there 

is reason to be optimistic about its future. What is really required is a well-considered, coherent, and 

clearly defined national policy for biotechnology. This initiative should lead to further strengthening of 

biotechnology within the country. 
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CHAPTER 1 
SURVEY ON AWARENESS AND OPINIONS ON BIOSECURITY AND DUAL 

USE AMONG PAKISTANI LIFE SCIENCES STUDENTS 
In the evolving environment of life sciences and the related safety and security concerns, what are the 

current levels of awareness and risk perception, and what are the opinions toward education on biorisk, 

misuse risks, and dual-use issues in the life sciences, among Pakistani young and future scientists? 

To try to answer these questions, the Landau Network-Centro Volta (LNCV) and the Department of 

Biotechnology of the Quaid-i-Azam University (QAU) of Islamabad conducted a study on a sample of life-

science students and young practicing scientists in Pakistani universities. In addition to offering a picture of 

levels of awareness, opinions, and risk perceptions, the study also served to draw an overview of possible 

differences among levels of training and disciplines and it was a way to gain broader comments on the role 

and the importance of education on such items. 

METHODS OF THE SURVEY 
The survey was conducted between January and July of 2011 by QAU with the collaboration of professors 

and researchers from several universities of the country, who distributed the survey to their classes. The 

target community was students (undergraduate, graduate, or postgraduate researchers) of life sciences. 

The survey was implemented by distributing the questionnaires in two waves, one before and one after the 

spring break in the 2011 academic year. 

QUESTIONNAIRE 
The design of the questionnaire was based on previous research and surveys on awareness and education 

on biosecurity, dual use in the life sciences, and related subjects in other regions and countries of the 

world.12 However, the questionnaires used to survey Pakistani scientists was adapted not only to the target 

community (students and young scientists, rather than senior personnel), but also to the Pakistani context. 

This was also based on a preliminary overview of the relevant educational opportunities, especially on 

                                                             
12 Mancini G and Revill J,  Fostering the Biosecurity Norm: Biosecurity Education for the Next Generation of Life 

Scientists, Landau Network-Centro Volta (LNCV), Como, Italy &  Bradford Disarmament Research Centre (BDRC), 
University of Bradford, 2008; M. Minehata & Shinomiya. M, Biosecurity Education: Enhancing Ethics, Securing Life 
and Promoting Science: Dual-Use Education in Life-Science Degree Courses at Universities in Japan, Survey Report, 
Japan National Defense Medical College &  Bradford Disarmament Research Centre (BDRC) 2009; Minehata. M and 
D. Friedman, Biosecurity Education in Israeli Research Universities,  Wellcome Trust Project on Building a Sustainable 
Capacity in Dual-Use Bioethics, 2009; Minehata. M, An Investigation of Biosecurity Education for Life Scientists in the 
Asia-Pacific Region, Wellcome Trust Project on `Building a Sustainable Capacity in Dual-use Bioethics., 2010; AAAS-
NRC, A Survey of Attitudes and Actions on Dual Use Research in the Life Sciences: A Collaborative Effort of the 
National Research Council and the American Association for the Advancement of Science, Washington, 2009. 
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bioethics, and the survey considered the possible means to include education on dual use, held between 

October and December 2010. 

The surveyed students were asked to complete a questionnaire that, after a part with personal information 

(under the condition of anonymity), primarily aimed to assess their levels of awareness and knowledge on 

components of biorisk management (especially biosecurity and biosafety), dual use in the life sciences, and 

connected subjects. A question asked if the respondent have ever heard about some key terms, such as 

bioethics, biosafety, biosecurity, bioweapons, bioterrorism, dual-use research, the Biological and Toxin 

Weapons Convention, and Codes of Conduct.  A second question in this section asked the students to 

provide a brief definition showing their understanding of the same terms. Other questions to assess 

knowledge levels asked about organizations working on regulating dual-use research, national and 

international legislation, and codes of responsible conduct. 

The questionnaire also asked about the research level of the respondents and about the existing 

educational offering in the academic and research institutions on biosecurity and misuse concerns. 

Questions asked if they ever studied something related to the terms in their courses, whether their 

university offers such a course, and whether they attended a course or a seminar. 

Other questions aimed to gain opinions and assess the risk perceptions of the students regarding potential 

misuse and security of facilities, equipment, and techniques. Hence, their assessments on the misuse 

potential and personnel and access security were investigated. 

Finally, the questionnaire asked opinions on the value of, and their interest in, education and information 

on these issues. Questions asked about the importance of education on dual use, biosafety/biosecurity, a 

national policy relating to these aspects of research, and publication regulation and the role of journals. 

Open questions throughout the questionnaire were also useful to gain additional comments and 

suggestions from the students.  

As discussed above, the survey was implemented by distributing questionnaires in two waves in 2011. The 

first version was completed by 177 respondents and the second by 271. The questionnaires of the two 

groups were very similar, except for some questions that were presented in binary form in the first version 

and as Likert scale in the more recent one. In these cases, the former answers were recoded accordingly. 
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DESCRIPTION OF THE SAMPLE 
The sample was opportunistic and based on the networks of professors and educators in Pakistan who 

responded positively to the request of QAU to submit the questionnaire to their classes. Of the 507 

returned questionnaire, 448 questionnaires were validated. All participants may not have answered all 

questions. The students in the sample are from 24 universities in Pakistan, roughly one-fifth of the more 

than 100 institutions that the LNCV-QAU project had previously identified as offering higher education in 

life sciences in the country. The sample is composed of students from the seven provinces of Pakistan 

(although a large majority is from Punjab or KPK), 57.1% are male, and 42.6% are female. The relative 

majority, 48%, is between 23 and 26 years old, with 31.7% younger and 15% older. A relative majority 

studied or currently studies general biology or other life sciences, 17.2% are in medical degree 

programmes, 14.7% specialize in environmental and plant studies, and other specializations are 

represented by lower percentages. Most, 61.6% of the sample, attend a Master-level programme of 

courses in a science (MSc), research (MPhil), or clinical (MBBS) field. The next-largest group (24.1%) are 

undergraduate students (BSc, BSc Honors, or Pre-medical programmes), and 8.5% are doctoral (PhD) 

students. Slightly more than one-fifth of the respondents declare themselves as already involved in 

biological research.   
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Table 1 

Age Group Frequency Percentage 

19-22 142 31.7 
23-26 215 48.0 
26+ 67 15.0 
Unknown 24 5.4 
TOTAL 448 100.0 
 

Sex Frequency Percentage 

Male 256 57.1 
Female 191 42.6 
Unknown 1 0.2 
TOTAL 448 100.0 
  

Degree level Frequency Percentage 

Bachelor 108 24.1 
Master 276 61.6 
Doctorate 38 8.5 
Unknown 26 5.8 
TOTAL 448 100.0 
 
Discipline 

 
Frequency 

 
Percentage 

Life Sciences 167 37.3 
Medicine 77 17.2 
Microbiology 36 8.0 
Veterinary and Animal Sciences 37 8.3 
Chemistry 28 6.3 
Nonscientific disciplines 18 4.0 
Environmental Sciences 66 14.7 
Physics 8 1.8 
Unknown 11 2.5 
TOTAL 448 100.0 
 
Are you already involved in biological 
research? 

 
Frequency 

 
Percentage 

Yes 118 26.3 
No 310 69.2 
Unknown 20 4.5 
TOTAL 448 100.0 
 

EMPIRICAL RESULTS 

AWARENESS LEVELS 
The first part of the survey assessed the levels of awareness, knowledge, and understanding of the young 

scientists on biosecurity, potential misuse in the life sciences, and responsible conduct of science. The first 

questions asked if the students had rd of the terms,  next asked respondents to provide a 
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few lines defining their understanding of the same key terms. These questions not only assess the clear 

understanding of the single concept, but also the confusion that often occurs between, for example, 

biosafety and biosecurity, or the ambiguity of the dual use  term. When reviewing the compiled 

questionnaires, analysts assessed the definitions given by the sample against some benchmark definitions, 

which should be considered when reading the results below. 

The answers to the first question indicate that the majority of students is at least familiar with the terms of 

bioethics, biosafety, biological weapons, and bioterrorism; the percentage of respondents claiming to have 

heard of biosecurity is also high, just below 50%. The percentage of affirmative answers drops dramatically 

in regard to the terms dual use, Biological and Toxin Weapons Convention, and codes of conduct. Analyzing 

how the replies are different among the various groups is also interesting. For example, it seems that 

students of life sciences and animal sciences and veterinary are more aware than others of bioethics, while 

biosafety is more known among microbiologists. There seem to be a relation between awareness and both 

the degree level and if respondents are currently conducting research. Students who perform research and 

doctoral students are generally more aware of the terms than those in a Master-level or a bachelor 

programme. (See Table 2.) 

Table 2 

Have you ever 
heard of . . . 

 

 All Degree level Research
er 

Discipline 

  B M D Y N Life sc. Medicine Microbiolo
gy 

Animal 
Sc. 

Envir
on. 

Bioethics 49.8 57.4 48.6 57.9 77.1 40.0 61.7 35.1 47.2 67.6 53.0 

Biosafety 54.5 55.6 55.4 65.8 83.9 44.2 61.1 37.7 72.2 70.3 60.6 

Biosecurity 38.6 25.9 42.0 63.2 62.7 29.7 40.7 22.1 50.0 54.1 48.5 

Dual-use research 21.4 18.5 23.6 26.3 33.1 17.1 25.7 6.5 19.4 24.3 28.8 

 

Have you ever 
heard of . . . . 

Percentage 
 

 

 All 
Bioweapons 58.3 

Bioterrorism 52.2 

Biological and 
Toxin Weapons 
Convention 

12.3 

Codes of Conduct 17.0 

  

With regard to understanding of the terms, a large portion of the students 
definition and left the fields blank. Nonetheless, the many examples of understanding provide data. For 
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example, more than 40% of the sample did describe their understanding of the term biosafety,  but only 
one in four of those cases were judged to have an understanding more or less in line with the benchmark 
definition described in Table 3.  

Table 3 

Item Benchmark Definitions 
Bioethics A branch of applied ethics that studies the value implications of practices and 

developments in the life sciences and medicine. 
Biosafety Laboratory biosafety describes the containment principles, technologies, and 

practices that are implemented to prevent unintentional exposure to 
biological agents and toxins, or their accidental release.13 

Biosecurity Protection, control, and accountability measures implemented to prevent the 
loss, theft, misuse, diversion, or intentional release of biological agents and 
toxins and related resources, as well as unauthorized access to, retention, or 
transfer of such material.14 

Bioweapons Those weapons that achieve their intended target effects through the 
infectivity of disease-causing microorganisms and other such entities, 
including viruses, infectious nucleic acids, and prions. Such weapons can be 
used to attack human beings, other 
animals, or plants.15 

Bioterrorism The use of biological agents for terrorist purposes 
Dual Use Research Legitimate research findings that could potentially be misused to threaten 

public health or national security.16 
Codes of Conduct Ethical or practical guidance documents promulgated amongst the community 

to advise or guide individuals on an issue or issues. 
 

Table 4 

 % at least 
partially correct 

% different from 
benchmark/incomplete answer 

Bioethics 19.4 20.1 60.5 

Biosafety 10.9 31.2 57.8 

Biosecurity 7.3 22.3 70.3 

Bioweapons 34.4 17.4 48.2 

Bioterrorism 30.6 15.6 53.8 

Dual Use Research 13.2 6.9 79.9 

Codes of Conduct 6.0 4.0 90.0 

 

For bioethics, examples of the most common definitions among the answers evaluated as correct are: 

 and moral implications that should be taken care of/applied during biological 

research  

                                                             
13 WHO/CDS/EPR/2006.6 and CWA 15793 
14 WHO/CDS/EPR/2006.6 and CWA 15793. Not limited to laboratory biosecurity 
15 WHO, Public Health Response to biological and chemical weapons: WHO Guidance, 2004 
16 U.S. National Institute of Hygiene, 2010 
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n 

 

Many students provide a basic definition for bioethics, relating ethics to the broadest meaning of bio  

( -related). Thus definitions such as  

result. Such definitions are not totally incorrect, but are much simpler than the reference definition, thus 

reflecting the presence of another and widespread approach to these concepts. Another analytical point 

that deserves notice is that religion plays a very important role concerning bioethics. Respondent 

definitions of bioethics with religious references include:  

 

  

 

 

 and wrong in terms of Islamic laws. 

 

 

ous 
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With regard to the term biosecurity  the number of respondents leaving the field blank was even higher 

than for bioethics. Furthermore, there seem to be a problem in distinguishing biosafety from biosecurity; 

many student respondents provided a definition for biosafety but left a blank for biosecurity. 

The few definitions of biosafety analysts evaluated as correct include: 

environment, a specific combination of work practices, safety equipment and facilities 

which are designed to minimize the exposure of workers and the environment to 

 

microorganisms  

Other than the few respondent definitions evaluated as at least partially correct, analysts found a gap 

between the definitions used as benchmarks and what many Pakistani students understand of the terms. 

For biosafety, the benchmark definition is the containment principles, technologies, and practices that are 

implemented to prevent unintentional exposure to biological agents and toxins, or their accidental 

release.  Many students gave broad and general definitions of the term: 

  

 

and similar definitions, all relating the word safety  to bio  (meaning life ), so respondent definitions often 

centered on the safeguarding of life or living things. 

For biosecurity,  one of the definitions analysts considered close to the reference was: 

moved, snatched, theft by someone who is not loyal to you, your lab, or your 

 

Many other respondents provided broader definitions, like: 

 

 

A few respondents filled the field with .  Some of these students provided what analysts 
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considered a correct understanding of biosafety, meaning that there is a widespread lack of awareness of 

the difference between the two terms. 

Another point to be analyz -use Research, % of 

respondents. Analysts noted that among the students who answered the question, including the 

respondents studying such disciplines as Biotechnology, there is a vast difference between their 

understanding of the term and the reference definition. While analysts accepted 

 as correct (close enough to the reference definition), some of the 

students who answered defined dual use as: 

 

A small number of respondents gave a thoroughly considered answer, quoting the U.S. National Research 

Biotechnology research in the Age of Terrorism  

Many others (among the few who provided any definition at all) gave answers that analysts judged distant 

from the reference in different degrees, such as:  

 

 

 

  

Generally, the understanding of the students were closer to our reference definitions with the terms 

, , , in part because the construction of these words make 

them almost noncontentious. In these cases, about half the sample provided a personal definition of the 

term, and for more than 20% of the sample, the definitions were judged to be close to the benchmark.  

The respondent-provided definitions included, for example:  

within their host victims. They can be employed in many ways to produce threat in the human 

or environment and cause damage  

bacteria, toxins or other harmful agents used to cause illness or death in people, animals or 

 

 



30 An Introduction to Biorisk Management and Dual Use in the Life Sciences 
 

 
 

 

The comparatively high rate of acceptable definitions may also be because these are terms that have 

received much media coverage in the past ten years, given 

an interesting fact concerning the definition of Bioweapons:  many students confuse conventional 

weapons with bioweapons. It was , , definitions for 

bioweapons. Note also that one other question asked, 

terrorism, % left the field blank, and 11.6% of the replies were deemed correct, with anthrax and 

in almost all cases being the example given by respondents. 

The answers given to the definition of Code of Conduct  when present, are generally considered correct:  

 

 

organizatio  

Note, however, that 90% of respondents left this field blank.  

Further survey questions were intended to assess the awareness and knowledge of the students. To the 

Do you know any local, national, or international organizations working on regulating dual-use 

research and biosecurity? % of the sample replied no, 7.1% left the field blank, and only 4% indicated 

yes. 

,

2.9% per cent say yes. The figure is not much higher if the same question refers 

regulations (like treaties, but also export controls that impact research on a daily basis). 

The survey showed that 5.8% of the students claim to know examples of that 

apply to life scientists and biotechnologists, % 

of science. 
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Table 5 

Question % yes 
Do you know any international organization working on dual-use research issues? 4.0 

Do you know any international legislation or regulation prohibiting the nonpeaceful use of life 
sciences research? 

2.9 

Do you know any international legislation or regulation prohibiting the nonpeaceful use of life 
sciences research? 

2.7 

Do you know any example of codes of responsible conduct that apply to life scientists and 
biotechnologists? 

5.8 

 

EDUCATIONAL OPPORTUNITIES 
A second set of questions aimed to assess the current educational offerings on biosecurity and issues 

related to dual use in life sciences in the Pakistani universities. The survey asked the student respondents if 

and how they were presented any information from their higher education institutes regarding biosecurity 

or the potential misuse of life sciences and technologies. 

these issues in his or her educational career; % of the respondents replied 

affirmatively. Only slightly more than one-third of the sample had some information coming from their 

educational and academic paths. Moreover, this seems quite differently distributed among groups: for 

example, a larger percentage of students seeking advanced degrees replied positively. Analysts thereby 

conclude that some information is provided in the graduate and doctoral studies programmes rather than 

in the more introductory undergraduate courses. This finding may be confirmed that a larger percentage of 

yes responses come from those already doing research (74.6%) than from those not involved in research 

(23.5%). 

Regarding the nature of such an educational offering, the question becomes 

place? The survey asked, for example, if any lecture on the terms listed was delivered by educators 

(professors) in the academic career: around one-fifth of the sample replied that they had 

been given at least a lecture touching upon bioethics, biosafety, biosecurity, or potential misuse. 

However, very low percentages replied positively to some colleague ever talked to you about these 

issues, . To the question Is 

your university offering a separate course covering these issues,  a very low percentage responded 

positively, suggesting that the institutes may not see this as a subject upon which to focus.  This is 

confirmed by the responses to the question Have you ever attended any conference or seminar

addresses these topics, to which only 7.4% replied affirmatively. 
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Table 6 

Question % yes 
Did your teacher/instructor ever deliver any lecture on these issues? 26.3 

Has some colleague ever talked to you about these issues? 6.7 

Is your University offering a separate course covering these issues? 8.7 

Have you ever attended any conference or seminar on these issues? 7.4 

  
Have you ever studied anything related to these issues in your educational career? 

% yes 
 Degree level Researcher Discipline 

All B M D Y N Life Sc. Medicine Microbiology Animal Sc. Environ. 
36.4 33.3 37.7 52.6 74.6 23.5 41.9 32.5 33.3 40.5 53.0 

 

RISK PERCEPTION 
This section of the survey aimed to assess the risk perception and assessment information and opinions 

held by the young and future scientists on safety and security in the life sciences and their potential misuse. 

A first question asked if the student thinks that his or her field of study has, in his or her opinion, the 

potential to be misused; there is a balance in this case between those who think that the potential for 

misuse exists (43.3%) and those who %). 

Table 7 

Question % yes % no % 
answer 

Do you think that your field of study involves such 
techniques that have the potential to be misused? 

43.3 48.9 7.8 

 
 

The survey also asked, in Likert-scale format, to declare agreement on a 5-degree scale with several 

statements. The first statement mainly addressed the access security of both facilities and techniques of life 

scientists and whether undesired elements with nonpeaceful purposes could gain access to them. There 

seem to be a relative majority of respondents who think that actual scientific techniques may be quite 

accessible, even to unauthorized elements (42.1% at least agreed with the statement). 
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Table 8 

 % 

Access Security Strongly 
Agree 

Agree Neutral Disagree Strongly 
Disagree 

No 
Answer 

Undesired elements can gain 
access to scientific techniques for 
hostile activities 

4.9 37.5 24.1 18.1 6.0 9.4 

 

The third topic addressed by the survey involved an assessment of the student s knowledge of and opinions 

about the dual-use risks.  Respondents were asked for their opinion of the statement Misuse of biological 

knowledge and techniques is more destructive because there is no defined barrier to it. This statement 

was intended to introduce the difficulty of regulating dual-use sciences. In this case, the relative majority of 

the respondents opted to leave the field blank, while one-third agreed or strongly agreed with the 

statement. 

Table 9 

 % 
Dual Use Risk Assessment Strongly 

Agree 
Agree Neutral Disagree Strongly 

Disagree 
No 
Answer 

Misuse of biological knowledge and 
techniques is more destructive 
because there is no defined barrier to 
it 

17.0 16.5 8.0 5.4 3.3 49.8 

 

The responses to the statement on laboratory biosecurity, which asked their opinion on the statement 

Laboratory setups at educational and research institutes can be used for preparation of materials for non-

 were analyzed. The majority (53.4%) of the students disagree or strongly disagree with 

the statement. The replies are different from group to group: in particular, the disagreement grows with 

the degree level: 26.9%, 37%, and 42.1% for bachelor, master, and doctoral programme respondents, 

respectively. The responses also vary depending on whether the student is already involved in research: 

58.4% of the students who are not practicing researchers disagree or strongly disagree with the statement 

addressing laboratory security, but that rises to 72.9% for  young practicing researchers. These results 

suggest that those who already have direct experience of the laboratory are more confident of the security 

of laboratory structures and facilities.   
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   Table 10 

Laboratory Security 
 

%
 

 
 

Strongly 
Agree 

Agree 
N

eutral 
D

isagree 
Strongly 
D

isagree 
N

o 
Answ

er 
Laboratory setups at educational and research institutes 
can be used for preparation of m

aterials for non-peaceful 
purposes 

 
6.3 

27.9 
6.7 

34.6 
18.8 

5.8 

Degree Level 
Bachelor 

  5.6 
26.9  

7.4  
26.9  

28.7  
4.6  

 
M

aster 
  6.9 

27.9  
6.5  

37.0  
15.2  

6.5  
 

Doctorate 
  5.3 

23.7  
2.6  

42.1  
26.3  

0.0 
Researcher 

Yes 
  3.4 

22.0 
0.8 

55.1 
17.8 

0.8 
 

N
o 

  7.4 
31.3  

8.7  
28.4  

20.0  
4.2 

Discipline 
Life Sc. 

  4.2 
 25.7  

 7.2  
 35.9  

21.6  
5.4  

 
M

edicine 
19.5 

22.1  
7.8  

18.2  
26.0  

6.5  
 

M
icrobiology 

  0.0 
41.7  

8.3  
38.9  

11.1  
0.0 

 
Anim

al Sc. 
  2.7 

29.7  
2.7  

54.1  
  8.1  

2.7  
 

Environ. 
  1.5 

30.3  
6.1  

43.9  
18.2  

0.0 
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OPINIONS AND ATTITUDES 
The last set of questions aimed to gain the opinions of the respondents and their support toward policies 

for biosecurity and preventing misuse in the life sciences, including but not limited to education and 

awareness raising. 

Students were first asked about their opinions on the importance of education on these issues and about 

the opportunity to do this during higher education. The majority (57.6%) agreed or strongly agreed with the 

statement Educational and research institutions should include study materials on dual use, biosafety, and 

biosecurity in your course work.

(53.7% of respondents in bachelors programmes, 57.3% of respondents in masters programmes, and 81.5% 

of those in doctoral programmes agreed or strongly agreed ), suggesting that more senior students see 

education in these areas as useful for students acquiring more knowledge and performing more advanced 

practical research. Practicing scientists are more likely to favor the inclusion of study materials on these 

issues than those who are not performing research. Support seems to cross disciplines, with more than 50% 

of respondents in all areas agreeing or strogly agreeing with the statement. 

Table 11 

Support of education and awareness raising 
  % 

  Strongly 
Agree 

Agree Neutral Disagree Strongly 
Disagree 

No 
Answer 

Educational and research institutions should 
include study materials on dual use, biosafety, 
and biosecurity in your course work 

13.8 43.8 9.4 20.3 4.9 7.8 

Degree Level Bachelor   9.3  44.4  13.0  23.1    1.9  8.3  

 Master 14.5  42.8    9.1  19.9    5.4  8.3  

 Doctorate 28.9  52.6    0.0 10.5  7.9  0.0 

Researcher Yes 16.9  
55.1    7.6  14.4    2.5  3.4  

 No 12.9  
41.6  10.0  23.2    6.1  6.1  

Discipline Life Sc.  8.4  47.9  
    9.6    24.6    1.2  8.4  

 Medicine 31.2  36.4  
  5.2    7.8  11.7  7.8  

 Microbiology 8.3  58.3  
11.1  22.2    0.0 0.0 

 Animal Sc. 18.9  51.4  
  8.1  13.5    2.7  5.4  

 Environ. 12.1  43.9  
13.6  22.7    6.1  1.5  

 

Another statement for which the opinion of the respondent was sought concerns the opportunity or the 

necessity of developing the national policy on biosecurity and dual-use research. For this statement, the 

majority (55.6%) is in agreement (agrees or strongly agrees) with the statement. Again the agreement 

spans all categories, although it is larger for those in higher degree programmes and for practicing 

scientists. Medical students strongly support the statement. 
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Table 12 

Support for biosecurity policies 
  % 
  Strongly 

Agree 
Agree Neutral Disagree Strongly 

Disagree 
No 
Answer 

National policy related to dual-
use research and biosecurity 
should be developed in your 
country 

16.3 39.3 20.8 12.5 3.3 7.8 

Degree Level Bachelor 13.9  34.3  28.7  12.0  1.9  9.3  

 Master 18.1  40.2  16.3  13.8  3.6  8.0  

 Doctorate 15.8  50.0  26.3  0.0 7.9  0.0 

Researcher Yes 17.8  
52.5  19.5  6.8  2.5  0.8  

 No 16.1  
36.1  21.6  15.5  3.9  6.8  

Discipline Life Sc. 10.8  43.1  
26.9  9.6  1.2  8.4  

 Medicine 42.9  28.6  
2.6  7.8  9.1  9.1  

 Microbiology 13.9  44.4  
25.0  13.9  0.0 2.8  

 Animal Sc. 16.2  45.9  
21.6  10.8  2.7  2.7  

 Environ. 3.0  51.5  
25.8  13.6  6.1  0.0 

 

The final question concerned publication oversight. Following up on the challenges of regulating dual-use 

research, especially preserving beneficial applications of science and assessing the opinions of young 

scientists on publication oversight is particularly interesting to the analysts, because this issue impacts the 

scientific career of the researchers, who might see this as a potential limitation. However, the majority 

(slightly over 50%) agreed or strongly agreed with the statement 

regulating the publication of dual-use research.  

Table 13 

Publication oversight 
 % 
 Strongly 

Agree 
Agree Neutral Disagree Strongly 

Disagree 
No 
Answer 

Scientific Journals should have 
policies regulating the 
publication of dual-use research 

12.9 39.7 27.0 9.4 2.2 8.7 

 

Finally, at the end of the questionnaire, respondents were presented with the opportunity to provide any 

further comments and suggestions. Almost all of those who gave their personal opinions can be divided 

into two general groups. One group of students showed interested in the questionnaire and considers it 

very useful to increase the awareness of the topics in a developing country such as Pakistan.  This group 

provided comments such as: 
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es where there is lack of advanced scientific research 

and also lack of awareness in general public and in scientific community, different 

programs through media for general public and through course work and seminars in 

scientific community should be regularly arranged to improve the Modern 

Biotechnological Research in Pakistan. An Active Bioethical Committee to convey the 

 

ciences to their ethical 

obligations is through national and international adoption of a code of ethics to govern 

research in the life sciences. Professional specificity of ethical requirements is needed 

for scientists to personally identify with them and, as a result, apply them in practice. 

Therefore we need statements about ethics and ethics research specific to the life 

 

On the exact opposite side is a group of students who assert that such a survey is pointless in their country, 

because: 

ave not yet reached a state of such sophistication and advancement that any of 

 

 

knowledg

 

sampled above) in the comment box, but a number of 

proposals and suggestions on what should be done were offered.  Such advice can be useful for future 

initiatives, because the majority of them conveyed the same point, suggesting an update to the current 

status of education and awareness in colleges and universities:  

 

There should be a seminar in which these concepts should be told to the students 
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It will be more fruitful if we had seminars and conferences about these topics in our 

 

 

 

U  

be arranged about the awareness according to 

biotechnological and bioscientific processes, uses and its misuses, and about its laws 

 

In view of the present explosion and expansion in biotechnological knowledge and the 

availability of equipments, there is the need to raise awareness about biosafety and 

peaceful conduct of biological research. Courses for this purpose should be designed at 

post-  

 

CONCLUSIONS 
The survey undertaken by Landau Network-Centro Volta and Quaid-i-Azam University provides 

insight on the levels of awareness, risk perception, and opinions on education on biorisk and dual-

use issues, as well as on the current educational offerings, from a sample of Pakistani university 

students in life sciences and technologies programmes. The sample is opportunistic, in that it 

surveyed students who were willing and available, but with more than 400 completed 

questionnaires from 24 of the 59 universities identified as offering higher education on life sciences 

and technologies.  

Analytical results on the topic levels of awareness suggest that only about half of the student 

, , ,

Less than 40% of those surveyed osecurity, f the 

, -use research,

the terms, however, seems to grow with the degree levels: more doctoral students have heard of 

the terms than masters students, who in turn are more aware than bachelor students. Those 

respondents who already do research work are also more aware than those who do not. Few 
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students can provide a definition the analysts judge as close to benchmarks from international 

sources: less than 20% correctly define bioethics, less than 15% correctly define biosafety and dual-

use research, and less than 10% could define biosecurity and codes of conduct. Large majorities of 

students said they were unaware of national or international regulations prohibiting the non-

peaceful use of life sciences or specified codes of conduct that apply to life scientists.  

Regarding the educational offerings, slightly more than one-third of the sample reported they had 

studied something related to the topics of the survey.  Also for this topic, the percentages grow 

with the degree level. 

With respect to risk perception, no majority expressed confidence or concern on the topic of 

laboratory access security in regards to an outsider threat17. However, there seem to be general 

agreement that laboratories are currently secure from the potential misuse of materials generally. 

Concerning their opinions, researchers in the sample seem quite strongly in favor of promoting 

education and awareness-raising for the topics of biosafety and biosecurity in the course work; 

more than 57% agreed or strongly agreed, with 81.5% of doctoral candidates and 72% of lab 

researchers leading the respondents in concurrence. Also, 55.6% of the sample agreed or strongly 

agreed with the need to develop a national policy on dual-use research and biosecurity and slightly 

above 50% agreed or strongly agreed to publication policies on dual-use research. 

Respondents also provided comments on the value of education, as well as the need for Pakistan to 

focus on other priorities in the short term. The importance of safety and security in science for the 

Pakistani developing sectors was emphasized, as well as the interest in further educational 

activities. 

                                                             
17 An outsider threat is considered a threat by an individual outside of the institution without access to the facilities.  

This is in contrast to an insider threat who are threats from individuals who are working within an institution with 
appropriate access to the facility.   
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CHAPTER 2 
CONCEPTS AND DEFINITIONS 

BIORISK AND BIORISK MANAGEMENT 
To be effective in managing the risks associated with accidental exposure or release of biological agents or 

toxins that cause disease (pathogens), people must be protected from the pathogen. When the intentional 

misuse of these materials for harm is concerned, the pathogens must be protected from the people. 

This combination of the risks for both the safety and security involving biological agents and toxins has 

, more specifically defined, is the combination of the probability of 

occurrence of harm and the severity of that harm when the source of harm is a biological agent or toxin.  

The source of harm may be an unintentional exposure, accidental release, or, in less probable cases, loss, 

theft, misuse, diversion, unauthorized access, or intentional unauthorized release (adapted from CWA 

15793:200818).   

The practices of laboratory biosafety and laboratory biosecurity are combined in an integrated effort 

known as biorisk management.  The goals of biorisk management are concurrent: to work safely and to 

keep the work secure. Biorisk management can be further defined as the actions taken (by laboratories or 

facilities that handle, store, or dispose biological agents or toxins) to control or minimize biorisk to 

acceptable levels in relation to employees, the community, and others, as well as the environment, which 

could be directly or indirectly exposed to biological agents or toxins (adapted from CWA 15793:20081). 

A biorisk management system is the part of 

implement its biorisk policy and manage its biorisks. A management system is a set of interrelated 

elements used to establish policy and objectives and to achieve those objectives and includes 

organizational structure, planning activities, responsibilities, practices, procedures, processes, and 

resources. Completed in 2008 and reauthorized in 2011, a CEN (an international forum for creating 

consensus documents19) Workshop Agreement describes international best practices for biorisk 

management and adopting biorisk management systems for laboratories and facilities (CWA 15793: 20081).  

BIOSAFETY 
T

or agriculturally important plants and animals from contamination by or competition with imported or 

genetically modified organisms.   

                                                             
18 Laboratory Biorisk Management Standard (CWA 15793:2008) 
(http://www.cen.eu/CEN/sectors/technicalcommitteesworkshops/workshops/Pages/ws31.aspx) 
19 http://www.cen.eu/cen/Pages/default.aspx 
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ensuring an adequate level of protection in the field of the safe transfer, handling and use of LMOs (living 

modified organisms) that may have adverse effects on the conservation and sustainable use of biological 

diversity, taking also into account risks to human health, and specifically focusing on transboundary 
20 The Cartagena Protocol applies risk assessment in unknown situations by applying the 

,

the public or to the environment, in the absence of scientific consensus that the action or policy is harmful, 

the burden of proof that it is not harmful falls on those taking the action. However, the Cartagena Protocol 

as great potential for human well-being if developed and 
21 

The ICGEB (International Centre for Genetic Engineering and Biotechnology) is 

organization dedicated to advanced research and training in molecular biology and biotechnology with 

special regard to the needs of the developing world. 22  In 1997, the ICGEB established a dedicated 

Biosafety Unit aimed at providing its member states with services related to the safe and sustainable use of 

biotechnology in agriculture, and in particular to the prevention of environmental release of genetically 

modified organisms (GMOs).  

The FAO (Food and Agriculture Organization of the United Nations) also provides oversight for this type of 

shared more equitably within developing countries and resource-poor farmers, and that the race toward 

progress does not overlook potential 23 

LABORATORY BIOSAFETY (BIOCONTAINMENT) 
(which is how it is used in this textbook)  is often also referred to as 

the environment from exposure to or 

release of microorganisms that can cause disease. Biosafety, in this case, defines the containment under 

which infectious agents can be safely manipulated during research or public health activities that must 

occur or advance in order to combat the disease. 

                                                             
20 The Cartagena Protocol, Article 1. Objective. Retrieved from http://bch.cbd.int/protocol/text/article.shtml?a=cpb-

01 on 21 November 2011 
21 The Cartagena Protocol, Preamble. Retrieved from http://bch.cbd.int/protocol/text/article.shtml?a=cpb-01 on 21 

November 2011 
22 The International Centre on Genetic Engeneering and Biotechnology, http://www.icgeb.org/home.htmlm, retrieved 

21 November 2011. 
23 FAO, perience and Outlook. Retrieved from 

http://www.fao.org/docrep/012/i1033e/i1033e.pdf, accessed on 21 November 2011. 
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and experiences regarding biosafety, chemical, radiological, and industrial safety issues that were common 

to the operations at the three principal biological warfare (BW) laboratories of the U.S. Army 24   

The international biohazard warning symbol was proposed in 1967 in the journal Science in an article in 

which ontainment, founded on the concept of 

continuous agent control through the creation of intelligently designed barrier systems 25  

The science of biosafety and biocontainment evolved from bioweapons programmes to focus on safety 

concerns with research involving oncogenic viruses. From there the field and professionals began to 

address concerns with the safety and environmental implications of newly emerging recombinant DNA 

technology. This latter concern resulted in a call from U.S. (primarily) scientists, in 1974, for a voluntary 

one-year moratorium on certain scientific experiments using the emerging recombinant DNA technology. 

new technology and the risks, if any, associated with it. 26  

The late 1980s brought the biosafety focus back to basic principles and practices designed to combat 

growing numbers of occupational infections, primarily in the healthcare industry, from bloodborne 

pathogens such as hepatitis B and the newly named hepatitis C viruses (HBV and HCV), as well as from 

human immunodeficiency virus (HIV).  

In the 1990s, the concern for the potential misuse of biological agents and toxins in episodes of biowarfare, 

bioterrorism, or biocrime became more acute and the practice of biosafety came full circle  back to 

addressing safety concerns of those pathogens and toxins most likely to be used for hostile purposes. The 

events of September 11, 2001, the U.S. prompted the 

unprecedented release of research dollars for research on countermeasures (vaccines, detection systems, 

post- defence,

laboratories practicing high levels of biocontainment and an increased need for expertise in biosafety and 

biocontainment to manage the associated risks. 

BIOSECURITY 

Unlike biosafety, which has a long history of development starting in the bioweapons programmes as 

described above, the development of biosecurity practices is a relatively recent development.  Events in the 

mid-1990s began to spark interest in bioterrorism and subsequently biosecurity. With the anthrax attacks 

in October of 2001 (and subsequent hoaxes), biosecurity became a major focus in the United States and 
                                                             
24 A History of the American Biological Safety Association, Part I. http://www.absa.org/abohistory.html 
25 Baldwin CL, Runkle RS (October 1967). "Biohazards symbol: development of a biological hazards warning signal." 

Science 158 (798): 264 5 
26 Berg and Singer, 1995 (http://www.pnas.org/content/92/20/9011.full.pdf) 
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around the world.  As explicitly stated in the description of biorisk management above, biosafety and 

biosecurity are linked in their objectives; the major difference between the two is whether the incident was 

accidental or intentional.  This difference often results in two paths of thinking.  In biosafety, not adhering 

to the proper practices and procedures could have adverse personal consequences, such as a laboratory-

acquired infection or accidental release of the pathogen into the environment.  Biosecurity, on the other 

hand, revolves around the need to protect laboratories and the materials they contain from being 

intentionally compromised, resulting in potential bioterrorism acts and biocrimes.  Additionally biosecurity 

can protect against loss of intellectual property and research capital.   

Note there are currently two definitions for biosecurity.  The first definition, one which is not used here, is 

that used by the Food and Agriculture Organization (FAO) of the Biosecurity 

covers the introduction of plant pests, animal pests and diseases, and zoonoses, the introduction and 

release of genetically modified organisms (GMOs) and their products, and the introduction and 

management of invasive alien species and genotypes. Biosecurity is a holistic concept of direct relevance to 

the sustainability of agriculture, food safety, and the protection of the environment, including 
27 

New Zealand is one of the most active in biosecurity as it is discussed in this definition. They have a full 

Zealanders and ensuring the welfare of our environment, flora and fauna, marine life and Maori 
28 Their most visible actions involve quarantine inspection at the border, detection of biosecurity 

risk goods at Auckland International Airport using detector dogs, and pest response.  They work at three 

levels to protect their nation, in international and domestic arenas and also at the junction in between at 

the borders.  Other countries also have biosecurity programmes of this nature.  The United States 

Department of Agriculture (USDA) focuses on the protection of birds, including poultry, pet birds, and wild 

birds.  This protection is specifically targeted against exotic Newcastle disease and Avian Influenza 

(especially Highly Pathogenic Avian Influenza). 

The second definition of biosecurity (used for this work), is used in the CEN Workshop Agreement (CWA) 

biosecurity describes the protection, control and accountability for biological agents and toxins within 

laboratories, in order to prevent their loss, theft, misuse, diversion of, unauthorized access or intentional 

unauthorized release 29 

                                                             
27 http://www.fao.org/biosecurity/ 
28 http://www.biosecurity.govt.nz/  
29 Laboratory Biorisk Management Standard (CWA 15793:2008) 

(http://www.cen.eu/CEN/sectors/technicalcommitteesworkshops/workshops/Pages/ws31.aspx)  
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Biosecurity in this case discusses a whole suite of tools and procedures that are used to protect biological 

agents and toxins.  In general, biosecurity practices can be broken down into six areas:30 

1. Physical Security  Reduce the risk of unauthorized access to controlled areas.  This includes the use 

of perimeter boundaries, access controls (such as electronic key card access), intrusion detection, 

and alarms.31  

2. Personnel Security  Measures put in place to reduce the risk of the insider threat gaining access to 

restricted areas.  This includes how personnel are screened upon being hired, issuance of badges to 

employees, and the policies and procedures for handling visitors.32 

3. Material Control and Accountability  Create an environment that discourages the theft and use of 

biological agents by an insider.  This includes identifying materials that need to be controlled, 

ensuring that the controlled substances are used appropriately in the approved areas, and holding 

selected individuals accountable for the controlled materials.  This also includes maintaining 

inventory systems of pathogens.33   

4. Transport Security  This can be considered a subset of Material Control and Accountability, as it 

would be implemented when moving hazardous materials between laboratories.  This security will 

vary, depending on the location of the labs and what is being transported.34 

5. Information Security  Practices and procedures put in place to protect sensitive information.  

Sensitive information can range from the security systems in the facility, experimental data and 

proprietary information, and any other information that should not be released to the general 

public.  This includes both electronic and paper documentation.35   

6. Programme Management  The sixth and final piece of biosecurity is the overarching programme 

management.  The goal of programme management is to provide guidance and supervision of the 

entire biosecurity programme.  Each of the five topics above must be integrated both with each 

other and with the rest of the laboratory practices such as biosafety to be effective.36  

DUAL USE  
As a scientific term, for both good or bad 

purposes. most often refers to the intention of causing harm to someone or something, 

such as using science to create weapons. The issue of dual-use science is not new. The best known example 

may be nuclear science, which can be used to produce energy (a peaceful purpose) or for nuclear bombs 
                                                             
30 Salerno R, Gaudioso J. Laboratory Biosecurity Handbook Boca Raton: CRC Press 2007. 
31 Ibid. 
32 Ibid. 
33 Ibid. 
34 Ibid. 
35 Ibid. 
36 Ibid. 
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(create weapons); the debate and the dilemma of dual use has existed since the early discoveries of nuclear 

chain reactions.37 

In recent years, dual use is increasingly discussed in relation to life sciences. With biology it is extremely 

difficult to foresee every potential application or to clearly distinguish between applications of techniques.  

Rapid technological evolution opened huge beneficial potential (think of health improvements, disease 

eradication, enhanced agriculture, etc.), but the room for potential misuses also mushroomed.  The 

potential misuses should be prohibited and prevented.  

Here and in the other chapters, dual use generally means the potential for life sciences and technologies to 

be used for beneficial or harmful purposes. However, the term dual use has been and still is often used by 

different people in different ways.38 Until the 1990s and outside life sciences, it was mainly used to describe 

technologies that came from military research that were re-applied for civilian uses (think of the internet, 

for example). Starting in the 1990s, different authors accentuated different nuances within the general 

.  

In the 2000s the Federation of American Scientists, which has been active in dual-use science, defined it as 

. 39 Authors have focused mainly on 

the misapplication of science that can be a result of the underlying dangerous potential of benign research. 

Atlas and Dando, for example, presented distinctions among three dual-use components of life science: 

how 1) facilities that are ostensibly civilian, 2) equipment, or 3) scientific knowledge can be misapplied to 

produce weapons.40  

Others focus more attention on the benign intention of science and on the distance that can be between 

the well-intentioned research and the possible future misuse.41 Yet others hold a position of neutrality in 

which science or knowledge is good in and of itself, so that possible harmful applications cannot be 

ascribed to scientific research. The European Union (EU) administrative regulation, EU Dual Use Items 

                                                             
37 See the quotes from Szilard and Oppenheimer reported in Selgelid M, A Tale of Two Studies: Ethics, Bioterrorism 

and the Censorship of Science, Hasting Center Report, Vol. 37, No. 3, May - Jun., 2007,  May-June 2007 
38 Rappert Rappert B (ed), Education and Ethics for the Life Sciences, Australian 

National University Press, Camberra, 2010 
39 Federation of American Scientists, Case studies on dual use Biological research, consulted on 11 may 2011, 

http://www.fas.org/biosecurity/education/dualuse/index.html  
40 Atlas RM, Dando M. Biosecurity and Bioterrorism: Biodefense Strategy, Practice, and Science. September 2006, 4(3): 

276-286. doi:10.1089/bsp.2006.4.276 
41Bezuidenhout L, Beyond Biosecurity: The Principle of Dual Use, African Biological Safety Associations AfBA, 2010 

http://afbsa.org/index.php?option=com_content&view=article&id=168:beyond-biosecurity-the-principle-of-dual-
use&catid=78:articles&Itemid=242 
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Export Control Regulation, kept a stricter definition: re considered to be dual-use 

when they can be used for both civil and military purposes. 42 

In this context, life science or technologies and related research with dual-use potential is always originally 

conducted with beneficial scopes. The diversion to harmful scopes is a possibility that would contravene 

scientific and human ethics; such diversions should not be seen as something connected with the science 

but rather with the bad intentions. Nonetheless, scientific advancements give new instruments to bad 

intentions, and scientists should be aware of this and active in prevention. In doing so, scientists should 

, either directly or indirectly.  This topic will be 

discussed in more detail in chapter five. 

How is dual use connected with the other concepts like biorisk, biosafety, biosecurity? As Rappert describes 

it, while biosafety is more concerned with how research is being done and biosecurity with what research is 

being done, a dual-use assessment would ask where the research is going. Having a clear understanding of 

the possible consequences (or at least trying to foresee potential consequences) of a research effort would 

help in deciding whether the research is really worth pursuing and whether it would result in real benefits.  

It could be argued that any scientific knowledge could be subject to dual use. Should there then be the 

same level of attention (and in some cases concern) attached to every scientific endeavor? Some 

institutions tried to make further distinctions for dual-use efforts. In the United States, the National Science 

Advisory Board for Biosecurity, a body that advises 

an be reasonably anticipated to 

provide knowledge, products, or technologies that could be directly misapplied by others to pose a threat 

to public health and safety, agricultural crops and other plants, animals, the environment, or material. 43 

That definition includes, for example, disrupting immunity or effectiveness of vaccines, altering the host 

range or tropism of an agent, and generating a novel pathogenic agent or reconstructing an eradicated one.  

Most often it is assumed that the potential misuse of a benign research can be done by a third party rather 

than the original scientists studying a beneficial application. Dual use is an ethical dilemma then for 

researchers because of the potential actions of others. This is the reason why regulation of publications is 

one of the most discussed issues on dealing with dual use. Publications oversight is one of the central issues  

of biorisk prevention, as is the ethical discourse related to dual use.44 Bioethicists began only in recent years 

                                                             
42 EU Dual Use Items Export Control Reference Page, European Commission, http://ec.europa.eu/trade/creating-

opportunities/trade-topics/dual-use/, consulted on 11 May 2011 
43 National Science Advisory Board for Biosecurity (2007) Proposed Framework for oversight of dual use life sciences 

research: Strategies for Minimizing the Potential Misuse of Research Information, Washington, D.C., Available from 
http://oba.od.nih.gov/biosecurity/pdf/Framework%20for%20transmittal%200807_Sept07.pdf 

44 European Group on Ethics, Ethics of Synthetic Biology, Opinion Paper 25, European Commission, 2010, 
http://ec.europa.eu/european_group_ethics/docs/opinion25_en.pdf 
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to analyze the dual-use dilemma,45 with a special regard for life sciences. How should an individual or a 

research group assess dual-use potential in proposed research? What will be the ethical principles, the 

defined guidance, and their relationships with the existing laws? These issues will be addressed, among 

others, in chapter five (Bioethics, Codes of Conduct, and Dual Use). 

 

 

 . . . divulge on account of the evil nature of the men, who would practice 

assassinations at the bottom of the seas, by breaking the ships in their lower parts and sinking 

them together with the crews who are in them.  

                                                   Leonardo Da Vinci46, on invention of the submarine, XVI century 

icists who participated in forging the most formidable and dangerous weapon of 

all time are harassed by an equal feeling of responsibility, not to say guilt. 47 

                                           Albert Einstein, 1945 Nobel Prize Anniversary Dinner, December 1945 

science] in a way is a key to the gates to heaven, and the same key opens the gate to hell, and 

we do not have any instructions as to which is which gate. Shall we throw away the key and never 

have a way to enter the gates of heaven? Or shall we struggle with the problem of which is the 

 

                                                                  Richard Feynman,48 1965 Nobel Prize Winner in Physics, 1998 

 metallurgy, explosives, internal combustion, aviation, electronics, 

nuclear energy, has been intensively exploited not only for peaceful purposes but also for hostile 

ones. Must this also happen with biotechnology, certain to be a dominant technology of the 
49  

                                                             Metthew Meselson,50 geneticist and molecular biologist, 2000 

                                                             
45 Dando M, Bioethicists enter the dual use debate, Bulletin of the Atomic Scientists, 20 April 2009, 

http://www.thebulletin.org/web-edition/columnists/malcolm-dando/bioethicists-enter-the-dual-use-debate 
46 Bulletin of the Atomic Scientists, Volume XII, 

Number 5, May 1956 
47 Einstein A. Ideas and Opinions. New York, NY: Three Rivers Press; 1954:115 
48 Schweber S, In the Shadow of the Bomb: Bethe, Openheimer, and the Moral Responsibility of the Scientists, 

Princeton, Princeton University Press, 2000, quoted in Selgelid M, A Tale of Two Studies: Ethics, Bioterrorism and the 
Censorship of Science, Hasting Center Report, Vol. 37, No. 3, May - Jun., 2007,  May-June 2007 

49 AAAS, A Survey of Attitudes and Actions on Dual Use Research in the Life Sciences: A Collaborative Effort of the 
National Research Council and the American Association for the Advancement of Science, National Academies Press, 
Washington, D.C., 2009, p.11 

50 http://en.wikipedia.org/wiki/Matthew_Meselson 
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CHAPTER 3 
THE THREATS AND THE RISKS 

 

The terms threat and risk are used often in the field of biorisk management.  As such they are also used in a 

variety of ways that may complicate their understanding.  In the strictest sense of the word, a biological risk 

is 

source of harm is a biological agent or toxin . . . The source of harm may be an unintentional exposure, 

accidental release or loss, theft, misuse, diversion, unauthorized access or intentional unauthorized 
51  The key point is that a biological risk is a function of both the likelihood and consequences of an 

event.  The definition of threat is arguably the harder of the two to define due to its widespread use.  For 

the purposes of biorisk management, threat 
52 through the use of a biological agent or toxin.  Using 

this definition, a threat is always a person with malevolent intent or ability; therefore, according to this 

definition, a threat cannot be naturally occurring.  A third term that is useful in defining the risks is 

hazard is a source that holds a potential for causing harm.  Therefore, a hazard (for instance, a 

biological agent) is not a risk until it is in a specific environment or situation.  For example, a hazard 

(Bacillus anthracis) only becomes a risk when it is associated with a potential for exposure (open on a 

laboratory bench).   

Critical to understanding the nature of threats and risks is the concept that they are universal in that all 

countries must confront threats and risks to their respective populations from various pathogens and 

persons.  No country is risk- or threat-free.   

Historically, risks have been characterized as a wide variety of events and instances that range from the 

bioweapons programmes undertaken during the twentieth century to naturally occurring outbreaks such as 

the AIDS epidemic, SARS, and avian influenza.  Many of these diseases may be traced to a single source, 

International Health Regulations 2005 that considers the increased ability for persons and goods to travel 

internationally in a short period of time, thereby increasing the likelihood of disease spread.   

THE SPECTRUM OF THE RISKS  
The biological risks that the world faces today are more than worries about bioterrorism and biological 

warfare.  The risks span throughout a spectrum that has on one side concerns over Biowarfare and 

                                                             
51 CWA 15  
52 World Health Organization Biorisk Management Adult Trainer Program, 2010 
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Bioterrorism and on the other Naturally Occurring Diseases.  In between these two is a range of other 

possibilities.  These possibilities include sabotage and attacks resulting in release to negligence and 

ignorance, to laboratory accidents and unintended consequences of research.   

o Risk Spectrum as Presented by Sandia National Laboratories53 

 

o Risk Spectrum as Presented by the Pakistan National Accreditation Council54   

 

As seen above, these spectra do not just cover risks derived from threats.  The intentional risks consist of 

only a part of each spectrum.  Opposite intentional risk are the natural risks.  These include naturally 

occurring endemic diseases and pandemics and emerging and re-emerging diseases.  In between these two 

fall the unintended, human-derived risks.  These risks include several laboratory research risks, such as 

accidental exposures and lack of awareness.  

A risk spectrum can also be addressed by the implementation of biosafety and biosecurity. Biosecurity 

measures serve to protect the pathogens from misuse by either an insider or outsider and to protect the 

population as a whole.  In this way, biosecurity measures can be taken on a local, laboratory-based scale, or 

on a larger statewide scale.  The levels of biosecurity necessary to mitigate these risks are proportionate to 

the anticipated level of human-derived risk.   

Biosafety revolves around the protection of the worker, the facility, and environment, in proportion to the 

level of safety risk.  Biosafety overlaps with biosecurity on measures such as negligence and ignorance and 

expands outward to laboratory accidents and unintended consequences of research.  The far extreme, 

                                                             
53 Original Source Unknown 
54 Original Source Unknown 
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naturally occurring diseases, can also be covered by biosafety and the relationship to the public health 

sector.   

NATURALLY OCCURRING DISEASES 
While naturally occurring diseases have always constituted a great threat to the human population, the 

current global situation allows rapid spread of infectious diseases around the world.  Some of the factors 

that increase the threat include the high mobility of population, encroachment of habitats, and high-

density human and animal populations in close proximity to each other. 

Today there is a greater potential for more rapid disease spread.  It is now possible to travel halfway 

around the world in less than a day.  Due to this ability to travel globally in short periods of time, an 

infected individual may travel before becoming symptomatic and facilitate the spread of the disease.  The 

incubation period of many diseases of concern are greater than the total flight time to travel between 

continents.  An example of a disease outbreak that was spread in this fashion is Severe Acute Respiratory 

Syndrome.  In a matter of six weeks the disease spread from its first known case, a businessman traveling 

from Guangdong province, China, to infect thousands worldwide.  This included people in Asia, Australia, 

Europe, Africa, and North and South America.55  

The expansion of the population into previously unexplored environments is another opportunity for 

diseases to emerge.  Encroaching upon new habitats allows new diseases  that is, diseases with which 

humans have not interacted previously  to jump into the human population.  The best-known example of 

a new disease entering the human population this way is the emergence of HIV in West-Central Africa, 

which was a result of hunting chimpanzees and sooty mangabeys in new territories.56 

A major concern related to naturally occurring diseases is the close habitation of humans and animals.  In 

many countries families live with chickens and pigs in their homes and therefore have prolonged close 

contact with their animals.  This contact is considered to be the cause for the species jumping of various 

strains of Influenza Virus, including Highly Pathogenic Avian Influenzas such as H5N1.  Also, while the origin 

of the 2009 pandemic H1N1 strain has not been completely genetically defined, it is known to contain parts 

of human, avian, and swine influenza viruses, suggesting that there was a similar multispecies jump to 

adapt to human populations.  This included jumps from bird to swine and human to swine prior to infecting 

humans.57     

 

                                                             
55 http://www.ncbi.nlm.nih.gov/pubmedhealth/PMH0004460/ 
56 Sharp, M. et al. Philosophical 

Transactions of the Royal Society B: Biological Sciences. 2001. 356:867-876 
57 Garten, R. et al. stics of Swine-Origin 2009 A(H1N1) Influenza Viruses Circulating in 

Science. 2009, 325(5937):197-201 
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The following list illustrates some of the diseases that are considered Emerging (E), Reemerging (RE), or 

Endemic (EN).  Emerging diseases are diseases that are arising in a population for the first time.  

Reemerging diseases are diseases that were absent from a population for a period of time and have 

returned.  Finally, endemic diseases are diseases that have become established within a population. 

1. Foot and Mouth Disease, EN 

2. Measles, RE 

3. Severe Acute Respiratory Syndrome, E 

4. Human Immunodeficiency Virus, EN 

5. Tuberculosis, RE, EN 

6. Methicillin-Resistant Staphylococcus aureus, E 

7. Lassa Fever, E 

8. Malaria, RE, EN 

INTENTIONAL USE BY STATES 
It is well known that the United States, the Soviet Union, and Japan had biological weapons programmes.  

While these programs were the largest and most advanced, there were many more programs that were 

known and suspected.  Post-WWI and through the beginning of the Cold War, countries began looking 

more heavily into biological warfare.  Beyond the United States, the Soviet Union, and Japan, the United 

Kingdom, Germany, and South Africa (suspected) were among countries that had or were suspected to 

have had biological warfare programmes.  Reports released in the United States and the United Kingdom 

indicate more than 15 other countries are suspected of having bioweapons programmes that were still in 

operation into the 1990s. 58,59 

 

The start of WWI was not the beginning of the use of biological agents in warfare.  This is a practice that 

has gone on over many centuries to various degrees.  Proving that the individuals executing the plans 

meant to use a biological weapon is difficult.  One known example is that of the British Army intentionally 

giving American Indians blankets exposed to smallpox at Fort Pitt in 1763.60  Evidence of the use of 

biological agents in warfare, whether intentionally or not, goes back more than two thousand years. 

                                                             
58 http://classic-web.archive.org/web/20050621170219/www.wws.princeton.edu/cgi-  

bin/byteserv.prl/~ota/disk1/1993/9341/934105.PDF 
59 http://classic-

web.archive.org/web/20061230115058/http://www.wws.princeton.edu/ota/disk1/1993/9341_n.html 
60 M.I. Chevrier et al. (eds) The Implementation of Legally Binding Measures to Strengthen the Biological and Toxin 

Weapons Convention.  Netherlands: Kluwer Academic Publishers 2004. Pgs 15-31 
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INTENTIONAL USE BY NON STATE ACTORS 
Concerns regarding use of biological agents as weapons extend beyond state-sponsored programmes.  

Additional concerns consider the use of biological agents by non-state actors.  These individuals are 

typically seen as terrorist organizations, but there are also a subset of non-state actors that fall within the 

criminal realm that do not act in support of a particular ideology, but rather are driven by criminal 

intentions, such as economic gain, revenge, power gain, intimidation, and the like. The true risks that these 

 are 

variable, with perspectives in the literature that range from minimal or nonexistent consequences to severe 

internationally relevant consequences.   

 

Various terrorist organizations have attempted to use biological weapons with varying but limited success.  

Others have expressed their desire to gain such a capability.  One widely discussed recent attack, 

Amerithrax, was undertaken by a single individual and resulted in a low number of deaths but high 

economic consequences.  An individual used the United States Postal Service to distribute letters 

containing Bacillus anthracis spores.  This endeavor was considered to be a highly technical operation in 

which only leading scientists in the field with specialized expertise could accomplish.61  The apocalyptic cult, 

Aum Shinrikyo is well known for their use of Sarin gas in Tokyo, but they also tried to disseminate anthrax 

and botulism.  Their attempts to disseminate hundreds of tons of culture media were completely 

unsuccessful.62  Other individuals and groups trying to commit a bioterrorist act or biocrime have had 

difficulties in accomplishing their plans.  The most severe outcomes resulted in a small number of ill 

individuals and did not result in the accomplishment of objectives.      

 

Additional concerns over the spread of biotechnology have risen over the last ten years.  There is a concern 

among many that the more accessible the technology is to the larger public, the larger the chance someone 

may try to use it in their criminal or terrorist schemes.  These concerns are greatest among the group 

known as the do-it- yourself biologists.  One of the mitigating factors for the misuse of biology is the culture 

that has been developed within the community that supports responsible conduct and self-policing.  In this 

way, scientists protect the welfare of the larger do-it-yourself scientific community.  The topics of 

responsible conduct will be discussed in more detail in Chapter 5.  

                                                             
61 Department of Justice. Amerithrax Investigative Summary. Released Pursuant to the Freedom of Information Act 

February 19, 2010 
62 Danzig R. et al Aum Shinrikyo: Insights Into How Terrorists Develop Biological and Chemical Weapons.  Center for a 

New American Security.  July 2011 
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CHAPTER 4 
BIOSAFETY MEASURES AND STANDARDS  

 
 

This chapter covers the biosafety practices aspects of biorisk management but does not include the other 

major aspect of biorisk management: biosecurity.  Various sets of measures, practices and standards exist 

to ensure that biological risks in the laboratory are managed, reduced, and mitigated. 

The science and practice of biosafety, which is the effective prevention of accidents in the laboratory, is 

implemented in a cycle with three major components  assessment, mitigation, and performance.  The first 

point in the cycle, assessment, involves identifying hazards and the manner in which they are used or 

encountered and then assessing the potential risk from those hazards.  The second point, mitigation, 

requires application of controls designed to address the specific hazards and associated risks. The third 

piece of the biosafety cycle, performance, requires measurements to assure that the controls are effective 

and that the hazard identification and risk assessments continue to be accurate. The cycle must be 

constantly repeated to assure continuous improvement of the protective and preventive measures. 

Biorisk Assessment: Assessments of biorisk are based on the consequences of exposure to or release of the 

agent in question as well as the likelihood that the exposure or release will occur. This is strongly influenced 

by the routes of exposure through which the agent can cause disease or disruption.  Risk assessments can 

include consideration of the current control methods used to address anticipated risks and can help 

determine the effectiveness of those measures.   

Biorisk control and mitigation strategies:  The identified risks dictate the actions and control measures that 

will be most effective in reducing or eliminating those risks. In general, biorisk mitigation is centered on five 

areas of control: 

¶ Elimination or substitution  Eliminating the agent in question or replacing it with one that poses 

less risk. 

¶ Engineering controls  Engineered systems (facilities or equipment) that create a barrier between 

the worker (primary barrier) or those outside the facility (secondary barrier). In biorisk 

management, many engineering controls involve directing potentially contaminated air away from 

workers or the community or removing biohazardous particles from the air.  Engineering controls 

also include physical security systems that require keys or codes and authorized access to acquire 

biological agents and toxins. 
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¶ Administrative controls  Established procedures for access, training, labeling, etc.  Administrative 

controls provide consistent guidance and accountability for workers and others who may 

implement or impact biorisk management 

¶ Good laboratory practices  Careful attention by workers to practices that limit or prevent the 

accidental or intentional release of or exposure to biological agents or toxins from laboratory 

procedures. This would include, but not be limited to, minimizing splashes, sprays, or aerosols; 

maintaining up-to-date inventories; or using appropriate decontamination and waste disposal 

techniques. 

¶ Personal protective equipment (PPE)  Protective clothing, gloves, face and eye protection, etc. is 

used to protect against exposure to biological agents and toxins.  

 

Graded combinations of these controls have been identified as Biosafety Levels.  There are four biosafety 

levels: BSL-1, BSL-2, BSL-3, and BSL-4 (also known as P1 to P4), each describing controls to be used for 

increasingly hazardous biological agents. Biosafety Levels represent combinations of facility design, safety 

equipment, and work practices appropriate to contain the agent and manipulations identified in the risk 

assessment process. Biosafety level assignments are focused on addressing the safety risks and do not 

necessarily map to the security concerns. For example, depending on the work, Bacillus anthracis is 

sometimes handled in a BSL-2 or a BSL-3 in the United States and HIV is often handled in a BSL-3. 

Measuring performance of the biorisk management system: Evaluating and ensuring that the biorisk 

management system is working the way it was designed to work is a critical part of the biorisk management 

process, and yet it is the least practiced and documented.  Measurable objectives must be established for 

various components of the system and those objectives must be checked on a periodic basis. Changes to 

the system must be made that address the identified gaps. Traditional approaches include audits and 

inspections, but other safety industries have published extensively, reporting on a wide variety of 

performance indicators that could be adapted for use in biorisk management (for example, OECD Guidance 

related to Accident Prevention, Preparedness, and Response63). 

NATIONAL BIOSAFETY STANDARDS 
The revolutionary economic potential of new biotechnology in the areas of agriculture, health, industry, 

environment, and energy sectors are recognized in Pakistan.  The government appreciates the concern that 

that mixing genes from unrelated organisms might create natural imbalances that are not yet adequately 

understood. Scientists and others fear that manipulated genes or products of manipulated genes may pose 

                                                             
63 OECD Guidance on Developing Safety Performance Indicators related to Chemical Accident Prevention, 

Preparedness and Response for Industry, OECD Environment, Health and Safety Publications, Series on Chemical 
Accidents, No. 19, Second Edition, 2008 www.oecd.org/dataoecd/6/57/41269710.pdf 
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potential hazards if they are allowed to move around freely in nature. Apprehensions that certain 

transgenic organisms may be harmful or become harmful to economic plants, animals, and human being 

are recognized. To address these concerns and discharge the obligations of the Convention of Biological 

Diversity (CBD) and Cartagena Protocols to which Pakistan is a signatory Minister of 

Environment constituted a National Biosafety Expert Committee to deliberate on these issues to regulate 

the safe release of Genetically Modified Organisms (GMOs) and products thereof.64  In May 2005, the 

Pakistan Environmental Protection Agency (Ministry of Environment) of the Government of Pakistan 

approved the National Biosafety Guidelines. 

 

Pakistan has a National Health Information Resource Centre (NHIRS) for disease surveillance and a Disease 

Early Warning System (DEWS).  It was established in 1996 with WHO support, as a joint programme of 

MoH, NIH, and WHO, to detect signs of an epidemic at an early stage to prevent development into an 

epidemic occurrence. The NHIRS is organized at federal, provincial, and district levels. In addition to 

different kinds of disease and biological products surveillance and monitoring, Pakistan also has a Field 

Epidemiology and Lab Training Programme (FELT). Pakistan also has the capacity for handling chemical and 

biological incidents using the Defence Science & Technology Organization (DESTO- CBDC). 

NATIONAL INSTITUTIONS 

RESPONSIBLE USE OF BIOTECHNOLOGY 
Pakistan recognizes that responsible and ethical use of modern biotechnology contributes to developments 

in the fields of medicine, veterinary science, agriculture, and environment. Several initiatives have been 

taken to assess and mitigate risks, while maximizing the benefits in all relevant fields. The National 

Bioethics Committee under the Ministry of Health has been established to supervise medical research to 

ensure that research is conducted within ethical norms. The National institute of Health is taking measures 

to strengthen the implementation of the WHO International Health Regulation of 2005. In the fields of 

veterinary sciences and agriculture, the National Veterinary Laboratory (NVL), the Pakistan Agriculture 

Research Council (PARC), the National Institute of Biotechnology and Genetic Engineering (NIBGE), and the 

National Institute of Agriculture Biology (NIAB) were established to promote safe and secure handling of 

biological agents.   

 

 

 

                                                             
64 http://dbtbiosafety.nic.in/act/BiosftyGlines2005_Pakistan.pdf 
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HUMAN HEALTH ISSUES 

o Health Challenges and National Concerns. 

¶ The international community today is concerned about the possible spread of communicable 

diseases within the communities as well as across the regions.  The Biological and Toxin 

Weapons Convention (BTWC) requires all countries to develop and maintain biosafe and bio-

secure scientific and medical diagnostic laboratories. 

¶ Similarly, the International Health Regulations (IHR-2005) of the World Health Organization 

require all countries to report Public Health events of International Concern (PHIC), as well as 

identifying and characterizing causative agents and developing disease detection and response 

capabilities.  

¶ Pakistan, currently the sixth most populous country in the world with a growth rate of 1.73%, 

has doubled in population in 39 years. Despite its lack of financial resources, Pakistan shares 
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the concerns of the international community and is taking all necessary steps to address this 

issue. 

o Laboratory Categories in Pakistan 

Basic health care facilities are available at the grassroots level in the public sector in the form of 

Basic Health Units (BHUs). Advanced tertiary care facilities exist in urban centres, in both the 

public and private sectors.  

The range of laboratory medical services in Pakistan can be categorized into clinical diagnostic 

services or public health laboratory services, which are being launched soon.  Clinical diagnostic 

services are facility-based and support clinical decisions for both outpatients and admitted 

patients. However, public health laboratory services, when operative, will also be able to 

identify, measure, and monitor the biological and environmental markers; detect health risks or 

events in support of national preventive programmes; and provide presumptive, suspected, 

and confirmatory diagnoses.  

o Infrastructure of Laboratories Services in Pakistan. 

Laboratory services in Pakistan can be divided into three major categories:  

¶ Public-sector clinical diagnostic laboratories  

¶ Private-sector clinical diagnostic laboratories  

¶ Public health laboratories 

o Clinical and Public Health Laboratories.  

Public-sector clinical diagnostic laboratories are based at Tehsil district, tertiary, and teaching 

health units and provide results mainly for clinical management. Private-sector clinical 

diagnostic laboratories are common and support clinical diagnostics. There are two dedicated 

public health laboratories in Pakistan, the Public Health Laboratories Division, National 

Institute of Health (NIH), Islamabad and the Laboratory of Institute of Public Health, Lahore. 

Public health testing of food, water, and drugs is also available through the Nutrition and Drugs 

Control Division of NIH. 

o Functions of Public Health Laboratories - Testing.       

Public health laboratories testing (PHT) provides evidence-based information through routine 

and specialized laboratories-based investigations for timely prevention and rapid containment 

of public health threats of national and international concern (events, outbreaks, epidemics, 

pandemics, any bio-related incident, etc). PHT also helps to understand the disease occurrence 

in populations through surveys of sentinel65 groups and provides specialized testing for 

molecular epidemiology data (disease trends, demographic patterns, and mapping causative 
                                                             
65 A sentinel is a group that can serve as an indicator for a disease.  In this, they case allows for the early detection of 

infectious diseases or other agents (for example chemicals) within a population.    
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agents through activities like second-generation surveillance for long-term and cost-effective 

planning). 

o PH Laboratories Testing at Various Levels.  

PHT functions at four levels: 

¶ Routine diagnostic services, rule-out and referral steps in the identification process, 

evaluation of samples for shipment to reference or national laboratories occur at the 

district level 

¶ Investigation and/or referral of specimens from local health facilities/communities occur 

at the provincial level 

¶ Specialized tests, strain characterizations, bio-forensics, and handling highly infectious 

biological agents and toxic chemicals occur at the national level 

¶ Highly specialized tests, reporting results, joint investigations, training, and the like occur 

at the international level  

o NIH  Apical Public Health Laboratory.  

The Public Health Laboratories Division (PHLD) of NIH comprises state-of-the-art laboratories 

that can provide laboratory support for effective diagnosis of epidemics.  A BSL-3 laboratory is 

also under construction. The Field Epidemiology Laboratory Training Programme (FELTP), 

initiated in 2006, is imparting training to medical professionals from all over Pakistan. The 

PHLD also developed a National Strategic Framework for the Establishment of a Public Health 

Laboratories Network in 2007 to monitor priority national diseases continuously through 

laboratories-supported identification of causative factors for timely response and advance 

efforts to prevent and contain diseases, outbreaks, and epidemics of national and international 

concern. 

o Epidemic Preparedness.   

A Disease Early Warning System (DEWS), established in 1998, has been upgraded to an 

Epidemic Investigation Cell that, in addition to monitoring and responding to all alerts, issued 

guidelines for case management and regularly disseminates seasonal alert letters to take 

precautionary measures. A Disease Prioritization Exercise, identifying 20 diseases, has been 

conducted. In 2005 a Joint Assessment of Surveillance Systems was performed in collaboration 

with the World Bank, WHO, and the U.S. CDC. 

o New Initiatives.  

The Public Health Laboratories Network (PHLN), comprising one national, six regional and 40 

district laboratories, would generate laboratory-evidenced rapid response, complementing 

national and international obligations under IHR 2005. It would monitor trends to establish 
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disease patterns, map disease spread, and identify populations at risk, as well as help identify 

health priorities and specific needs for all geographical areas, health departments, institutions, 

and facilities. It would also set dimensions for future investment in the health sector based 

upon the inferences drawn from the data analyzed. PHLN would also guide actions by various 

stakeholders involved in the provision of preventive health activities and activities that 

promote good health. Human-Livestock interface linkages with district, provincial, and national 

laboratories sectors to address Zoonosis66 would be another dimension of the initiative. PHLN 

would also provide services to other relevant organizations and programmes involved in 

medical research and/ or requiring second-generation surveillance. 

ANIMAL HEALTH ISSUES  

Pakistan is endowed with a large livestock population that is well-adapted to the local environmental 

conditions. In 2009-2010, the national herd consisted of 34.3 million cattle, 30.8 million buffaloes, 27.8 

million sheep, 59.9 million goats, and 1.0 million camels. In addition, there is a vibrant poultry sector in the 

country, with more than 942 million birds produced annually. These domestic farm animals produce 45 

million tons of milk (making Pakistan the fourth-largest producer of milk in the world after India, the United 

States, and China), 1.6 million tons of beef, 0.6 million tons of mutton, 0.7 million tons of poultry meat and 

11.84 billion eggs. Other valuable livestock products include wool, hair, skins, and hides.67 

o Major Issues/ Animal Health Challenges. 

From the animal health and disease control point of view, the major issues and challenges consist 

of: 

¶ A high incidence of infectious diseases (FMD, PPR, ND, HPAI, etc.)68  

¶ A weak system of disease surveillance, monitoring, and reporting 

¶ Insufficient institutional capacity for delivery of veterinary extension services to farmers 

¶ Outdated regulatory framework for the control of trans-boundary, zoonotic diseases  

¶ Lack of national contingency plans for control of animal diseases. 

o Major Causes of Low Productivity. 

Diseases are one of the important factors causing low productivity of livestock in Pakistan. 

Treatment and control of diseases still remains the most crucial point for the success of any 

livestock productivity enhancement initiative or application of an improved production 

technology. Diseases with high mortality rates deprive the farmers of their livelihood, whereas 

those with high morbidity rates cause economic losses. 

                                                             
66 A disease that can infect both animals and humans. 
67 Pakistan Economic Survey. 2009-10. Economic Advisor's Wing. Finance Division.  Government of Pakistan. Islamabad 
68 FMD  Foot and Mouth Disease, PPR  Peste des Petits Ruminants, ND  Newcastle Disease, HPAI  Highly 

Pathogenic Avian Influenza 
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o Classification of Diseases. 

Common diseases of livestock in Pakistan can be classified as bacterial, viral, parasitic/protozoan, 

or metabolic. Bacterial diseases with considerable economic impact include haemorrhagic 

septicemia (HS), brucellosis, black quarter (BQ), enterotoxaemia (ET), contagious caprine 

pleuropneumonia (CCP), and mastitis. The important viral diseases include foot and mouth disease 

(FMD), peste des petits ruminants (PPR), avian influenza (AI) and Newcastle disease (ND). 

Rinderpest, a fatal viral disease of livestock was eradicated from Pakistan in 2007. 

o Zoonotic Diseases. 

The common zoonotic diseases include brucellosis, bovine tuberculosis, anthrax, rabies and highly 

pathogenic avian influenza. Presently, the control strategy for almost all animal diseases is based 

on vaccination. There are four Veterinary Research Institutes (VRIs) established by the provincial 

livestock departments that produce vaccines against most of the animal diseases. However, 

because of limited capacity of the VRIs, vaccine supply is far less than the demand. The vaccination 

coverage remains only 20-25%. Moreover, the quality of locally produced vaccines is sometimes 

questioned. 

o Support Services/ Infrastructure. 

Veterinary extension and support services are mainly provided by the provincial public-sector 

departments. There are nearly 1600 veterinary hospitals and more than 4000 veterinary 

dispensaries in the country. In addition, about 129 mobile veterinary dispensaries are operated by 

the extension wings of the provincial livestock departments. There are four provincial Veterinary 

Research Institutes and more than 40 Disease Diagnostic Laboratories/Units in the country. The 

National Veterinary Laboratory (NVL) of the Ministry of Livestock & Dairy Development and the 

National Reference Laboratory on Poultry Diseases (NRLPD) of the Pakistan Agriculture Research 

Council (PARC) serve as reference laboratories for livestock and poultry diseases, respectively. 

o Research and Development. 

Research for improvement of vaccine quality and immunity is mostly undertaken at NVL, NRLPD, 

and the Veterinary Microbiology Laboratories of the Agricultural/Veterinary Universities at Lahore, 

Faisalabad, Tandojam, and Quetta. Limited research is also conducted at provincial veterinary 

research institutes. The National Institute of Biotechnology and Genetic Engineering (NIBGE) 

Faisalabad has established PCR-based molecular diagnosis and molecular characterization facilities 

for important animal pathogens. These pathogens include Rinderpest virus (RPV), peste des petits 

ruminants  virus (PPRV), foot and mouth disease virus (FMDV), infectious bursal disease virus 

(IBDV), Newcastle disease virus (NDV), and brucellosis. The hands-on training of molecular 

diagnostic techniques is also being provided to the national veterinary sector though regular 
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national training courses. The epidemiological network for proper monitoring and surveillance of 

animal diseases at the village level and the regular reporting of these data to the 

district/provincial/ federal level, is being established currently. Such a network is an essential pre-

requisite for obligatory regular reporting of the animal disease situation in the country to the 

World Organization of Animal Health (OIE). 

ACHIEVEMENTS 

o Eradication of Rinderpest. 

The existing set-up for the control of animal diseases in Pakistan demonstrated its capability to 

execute national disease control programmes in collaboration with international agencies. The 

first example is the successful eradication of Rinderpest from Pakistan. Rinderpest is a highly 

contagious viral disease with a high mortality rate for cattle and buffaloes. The Rinderpest control 

programme started in Pakistan after more than 50,000 animals died in the Northern Areas (now 

Gilgit Baltistan) in 1994-95. A national survey was conducted to study the incidence of Rinderpest 

and other common infectious diseases using a participatory disease surveillance technique. The 

Rinderpest eradication programme was successfully completed in 2007, when the OIE officially 

designated Pakistan as a country free from Rinderpest. 

o Containment of Bird Flu or Avian Influenza. 

The second example is the successful containment of bird flu or avian influenza (HPAI) in Pakistan. 

The HPAI emerged in Pakistan during 2004-05 as a fast-spreading disease of poultry with a high 

mortality rate. Due to its reported zoonotic potential, the poultry industry of Pakistan suffered 

huge economic losses and a major setback. The government of Pakistan immediately launched the 

National Programme for the Control and Prevention of Avian Influenza. The disease-control 

activities were coordinated by NRLPD. The National Contingency Plan was developed and 

implemented by the Livestock Wing of the Ministry of Food Agriculture & Livestock (now the 

Ministry of Livestock & Dairy Development) in collaboration with provincial livestock and health 

departments. Under this programme, 12 Regional Diagnostic Labs were involved to perform the 

initial screening of more than 400,000 samples (blood, tissue, swabs) collected by 40 Regional 

Surveillance Units from suspected birds throughout the country during the period from 2006 to 

2008. A total of 66 Rapid Response Teams were constituted that efficiently handled 26 outbreaks 

in 2006, 59 outbreaks in 2007, and nine outbreaks in 2008. The last confirmed outbreak of HPAI 

(H5N1) was reported in June 2008. Since then, Pakistan is maintaining its status as a bird flu-free 

country.  
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RECENT INITIATIVES 

Recently, two major initiatives were undertaken for capacity building and strengthening the animal disease 

control system in Pakistan. The first project is the progressive control of FMD. This project is intended to 

improve disease surveillance and the response mechanism, as well as the diagnostic capacity of field labs 

and vaccination practices. This project is funded by the U.S. government under BEP and will be 

implemented by FAO during 2011 through 2013. The second initiative was taken under the Pakistan-U.S. 

Bio-Engagement Program (BEP) for Institutional Strengthening and Capacity Building of Veterinary Research 

Institutions and Laboratories in Pakistan. This programme will be implemented in three phases between 

2011 and 2017. During Phase 1, a National Awareness Workshop on Improving Biosafety and Biosecurity at 

Veterinary Laboratories in Pakistan was organized at Islamabad on March 1 and 2, 2011. Funding was 

provided by the U.S.-BEP and Sandia National Laboratories. The Sandia National Laboratories provided the 

services of technical experts to conduct the workshop. More than 100 veterinarians, laboratory managers, 

and laboratory technicians participated in the awareness workshop. 

The extent of national commitment toward the cause of biorisk can be assessed by the role of variously 

newly established national bodies and well-established private and national universities in Pakistan. These 

include: 

1. National Commission on Biotechnology (NCB) 

2. National Core Group on Life Sciences (NCGL) 

3. Inter-Agency Task Force, Ministry of Foreign Affairs, Government of Pakistan 

4. Pakistan Biological Safety Association (PBSA) 

5. Pakistan Biotechnology Information Centre (PABIC) 

6. OIC ministerial standing committee on scientific and technological cooperation (COMSTECH) 

7. Quaid-e-Azam University 

8. Aga Khan University 

9. National Disaster Management Authority (NDMA) 

 

NATIONAL BIOSAFETY ASSOCIATION 
The Pakistan Biological Safety Association (PBSA) is a non-profit, non-government, professional 

organization dedicated to the provision of comprehensive knowledge related to Biosafety issues in 

Pakistan. Officially launched in 2008, the fundamental objective of PBSA is to establish a core group of 

people trained in biosafety and use that expertise in a much broader and comprehensive way for the 

capacity development of biorisk management in Pakistan. PBSA is committed to the formulation of the 
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framework for promotion of best practices, standards, and codes of conduct in life sciences at the national 

level and is an active member of the National Task Force.  

ACHIEVEMENTS 
Within its short span of life, PBSA has attracted many young scientists from different disciplines and has 

around 200 full members. It has organized two international and four national seminars, workshops, and 

guest lectures to raise awareness of biosafety- and biosecurity-related issues. PBSA has been recognized 

internationally and is now a full member of the International Federation for Biosafety Associations (IFBA). 

Members of PBSA have been invited to various international forums, such as the CEN Workshop, because 

of its active role in the development of international biosafety standards.  

FUTURE PLANS 
In addition to strengthening existing activities further, future plans include providing free consultation 

services to the clinical/research laboratories for biosafety- and biosecurity-related issues and conducting 

research to assess basic biosafety gaps in the diagnostic laboratories.  Additional future activities will 

include encouraging universities to develop a core curriculum in biosafety and helping diagnostic/research 

labs and universities to develop biosafety protocols. 

EXISTING BIOSAFETY REFERENCE MATERIALS 

LABORATORY BIORISK MANAGEMENT STANDARD (CWA 15793:200869)  
This voluntary standard, developed in an international consensus-based process called a CEN Workshop, 

outlines a management system standard for laboratory biorisk management that is consistent with other 

international standards, such as ISO 9001, ISO 14001, and OSHAS 18001.  The standard is performance-

oriented in that it describes what needs to be achieved, but leaves the specifics of implementation up to 

each individual organization. The standard does not replace national regulations.  In fact, compliance with 

applicable regulations is mandatory under CWA 15793:2008.   

The standard is designed to be a comprehensive blueprint for risk-based laboratory biosafety and 

biosecurity for any laboratory using biological material. The standard may be used for improving overall 

biorisk management performance, in part by increasing awareness of performance-based biosafety and 

biosecurity measures. Globally, adoption of the performance- and risk-based components of the standard 

should improve and foster international laboratory collaboration and safety harmonization. Ultimately, 

laboratories adopting these best practices will be prepared for successful laboratory certification, 

accreditation, audits, and inspections. 

                                                             
69 http://www.cen.eu/CEN/sectors/technicalcommitteesworkshops/workshops/Pages/ws31.aspx 
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An additional CEN Workshop was convened (CEN Workshop 55) to develop a guidance document for CWA 

15793:2008.  The following excerpt70 describes the goals of CEN Workshop 55.  

Following the release of CWA 15793:2008 'Laboratory Biorisk Management standard' and its 

distribution worldwide, the user community (laboratories, managers, biosafety and biosecurity 

professionals and others) identified the need for an additional document assisting in the 

understanding of the CWA 15793:2008 and helping end-users in the actual implementation. 

Underlying this initiative are needs to: 

¶ Increase the likelihood of CWA 15793:2008 being adopted by the user community 

¶ Ensure that users of CWA 15793:2008 are able to understand easily and implement 

confidently all aspects of the CWA. 

¶ Increase the confidence of stakeholders (including regulators, funding organizations. and 

the community) that there is consistency in the application of CWA 15793:2008 across 

different laboratories. 

CEN WORKSHOP 53 - BIOSAFETY PROFESSIONAL COMPETENCE71  
The Laboratory Biorisk Management Standard (CWA 15793:2008) recognizes a key role for the biosafety 

professional (BSP) in a laboratory biorisk management programme. While the Laboratory Biorisk 

Management Standard defines the role of the BSP in general terms, the goal of the CEN Workshop 53 is to 

complement CWA 15793:2008 by clearly defining the role profile, the tasks associated, and the competency 

requirements for the BSP; developing a curriculum to train the BSP; and setting a framework for 

establishing training programmes as well as certifying biosafety professionals. 

WORLD HEALTH ORGANIZATION (WHO) LABORATORY BIOSAFETY MANUAL72 
First published in 1983, the Laboratory Biosafety Manual (LBM) provides guidance on biosafety techniques 

for use in laboratories at all levels. The manual covers risk assessment and safe use of recombinant DNA 

technology and provides guidelines for the commissioning and certification of laboratories. Laboratory 

biosecurity concepts are introduced, and the latest regulations for the transport of infectious substances 

are reflected. Material on safety in health-care laboratories, previously published elsewhere by WHO, has 

also been incorporated. 

WORLD HEALTH ORGANIZATION (WHO) LABORATORY BIOSECURITY GUIDANCE73 
The Laboratory Biosecurity Guidance introduced concepts of laboratory biosecurity; this document aims to 

expand those laboratory biosecurity concepts and to strike a balance between the long-known biosafety 

                                                             
70 http://www.cen.eu/cen/Sectors/TechnicalCommitteesWorkshops/Workshops/Pages/CWA15793-guide.aspx 
71 http://www.cen.eu/CEN/sectors/technicalcommitteesworkshops/workshops/Pages/ws53-bsp.aspx 
72 http://www.who.int/csr/resources/publications/biosafety/en/Biosafety7.pdf  
73 http://www.who.int/csr/resources/publications/biosafety/WHO_CDS_EPR_2006_6.pdf  
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procedures and practices described in LBM and the more recently introduced and broader biosecurity 

concepts. It further introduces the overarching biorisk management approach that resulted from careful 

thinking, comprehensive study of prevailing practices and recommendations, review of international norms 

and standards, and relevant ethical considerations.  Shortcomings currently observed in a number of 

settings are discussed, and practical solutions are proposed. The document is intended for the use of 

relevant national regulatory authorities, laboratory directors (laboratory managers). and laboratory 

workers, all of whom play key roles in the field of biosciences and in public health in general.  

EXISTING INTERNATIONAL INSTITUTIONS RELATED TO BIOSAFETY 

INTERNATIONAL FEDERATION OF BIOSAFETY ASSOCIATIONS (IFBA) 74  
The International Biosafety Working Group (IBWG) was established in 2001 in response to the identification 

of a need for an international forum to discuss a wide range of important biosafety issues. The working 

group was seen as a unique opportunity to establish professional acquaintances, to meet new colleagues, 

and to share biosafety knowledge, ideas, and innovations. In 2008, the leadership of the organization 

discussed the expanding role of the IBWG in the international community of biosafety professionals and the 

increasing numbers of new members and observers to reflect more accurately the global role of the 

organization in addressing biosafety and biosecurity harmonization. To reflect this new focus, the IBWG 

changed its name in 2009 to the International Federation of Biosafety Associations. 

OIE (WORLD ORGANIZATION FOR ANIMAL HEALTH)75  
The OIE develops standards and guidelines for use by its member countries to protect themselves against 

incursions of diseases or pathogens during trade in animals and animal products while avoiding unjustified 

sanitary barriers. Recently, the OIE member countries also decided to develop better guarantees on animal 

production food safety (prior to the slaughter of animals and the first processing of animal products). 

WORLD HEALTH ORGANIZATION (WHO)76 
The WHO Biosafety and Laboratory Biosecurity programme provides guidance on and promotes the use of 

safe and secure workplace practices and appropriate protective equipment. It also guides the development 

of and supports engineering and administrative controls in the handling of pathogenic organisms in 

laboratories, during transportation, in field investigations, and in vaccine manufacturing facilities to protect 

workers, the environment, and the community from exposure, infection, and subsequent development of 

disease. 

                                                             
74 http://www.internationalbiosafety.org/english/background.asp 
75 http://www.oie.int/for-the-media/editorials/detail/article/biosafety-biosecurity-and-prevention-of-diseases/  
76 http://www.who.int/ihr/biosafety/en/  
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AMERICAN BIOLOGICAL SAFETY ASSOCIATION (ABSA)77 
Although not an international organization, ABSA was the first established biosafety association in the 

world and, as such, can serve as a resource for emerging associations, as well as a gathering of subject 

matter experts across the world. 

                                                             
77 www.absa.org 
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CHAPTER 5 
DUAL USE RISKS AND THE RESPONSIBILITY OF SCIENTISTS 

 

Responsible conduct of science and prevention of potential misuse is also the object of ethical norms. 

Misuse of science is strongly prohibited by various sources of ethical, professional, and conduct norms. At 

the same time, ethics should support the peaceful and beneficial uses of research. 

EXAMPLES OF DUAL USE AND HOW MISUSE IS ETHICALLY PROHIBITED 
The term dual use (in the context of life sciences and this textbook) refers to the possibility of a technology 

or scientific research, intended for peaceful and beneficial purposes, to be misapplied for hostile, military 

or harmful purposes. As noted earlier, the issue of dual use in the life and biomedical sciences is attracting 

attention and generating debates recently; regulations must balance prevention of misuse with freedom of 

research. 

The potential for beneficial research to be misused increases with both new technological discoveries and 

broader access to techniques and resources. Many capabilities of the life sciences may be prone to misuse, 

thereby creating both ethical and policy issues. It therefore becomes important to highlight that misuse of 

science, including life sciences and technology and in both research and applications, is prohibited by 

several strong and universally accepted ethical norms.  

Genetic modification techniques, synthetic biology, and neurosciences, for example, hold great potential 

for beneficial impacts on the human condition (including combating diseases and hunger), but at the same 

time, assurances are required that advances in these areas do not cause harm, either by accident or 

intentionally. Finally, consider that all new technology may also have a beneficial use in supporting 

prevention, preparedness, and defence against possible biological crisis (for example, new detection 

capabilities). This chapter discusses examples of dual use, the principles of bioethics on the dual-use 

dilemma, and codes of conducts for scientists.    

CASE STUDIES OF DUAL-USE EXPERIMENTS 
Mousepox IL-4 

This Australian experiment is probably the most frequent example presented in articles and studies 

regarding dual use. It had unexpected results from a useful research, new levels and patterns of mortality 

of a disease, and when the results were published, a debate on the pros and cons of reporting the work 

ensued.   
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The authors of the article,78 which appeared in the Journal of Virology in 2001, were looking for a 

contraceptive method for application in mice to counter wild mice invasions in Australia. They were trying 

to trigger an antibody response to mouse eggs by introducing an antigen from fertilized mouse eggs into 

the ectromelia (mousepox) virus. Based on previous work reported in the literature, the virus was also 

modified with the gene for IL-4 cytokine to enhance the immune response. Mice are generally resistant to 

mousepox, so the expectation was that infected mice would survive and develop infertility. 

However, the experiment unexpectedly demonstrated that the modified mousepox virus killed 60% of the 

naturally resistant mice. Furthermore, the new virus also killed vaccinated mice. The experiment produced 

a modified mousepox virus that was both more virulent than the original and more resistant to existing 

vaccines. 

The publication created uproar and a public debate.  Some accused the authors of providing a roadmap for 

creating a deadly and vaccine-resistant human variant, smallpox. This side of the debate suggested that 

either the paper should not have been published or that its methodology should not have been so clear. On 

the other side of the debate, the argument for publication are strong: the human smallpox is virtually 

unavailable for experimentation of this nature, while publication allows shared knowledge that can be used 

to explore new defensive and preventive measures. 

 

Synthesis of Poliovirus 

In 2002, an article79 in Science magazine (published in the United States after the anthrax letters event 

alluded to earlier that resulted in increased attention to biosecurity) reported the reconstruction of 

poliovirus from chemically synthesized oligonucleotides. Although some  including the non-specialized 

media  raised concerns about providing a potential recipe for bioterrorism because nucleotides are 

available on the market, the publication did not seem to be a major threat.  The experimental results were 

neither a new discovery nor the application of a previously unknown technique; production of a DNA copy 

from an RNA genome of poliovirus actually dated to the 1980s. 

 

1918 Spanish Flu Recreation 

In 2005 a research team published an article80 in Science magazine reporting the reconstruction of the virus 

of the so-called Spanish Flu, the virus that caused millions of deaths in Europe in the early 20th century  

and is now extinct. The virus was extracted from the body of a victim that had been preserved in the 

permafrost in Alaska since the epidemics.  Some commentators, both inside and outside the scientific 

                                                             
78 Jackson, RJ et al., 2001 
79 Cello, J et al., 2002 
80 Tumpey, TM et al., 2005  
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community, thought such an experiment was useless and even irresponsible; others disagreed, asserting 

that it would provide important information on current and future influenza viruses. In the middle ground 

of this debate were those who criticized the publication of the full genome sequence.81,82 

DUAL USE POTENTIALS OF LIFE SCIENCE FIELDS : CASE STUDIES 
As discussed earlier in this volume, life and biomedical sciences are not stationary science fields. On the 

contrary, their rapid pace of development and their interconnections with technologies and knowledge 

from other fields constantly open new possibilities and opportunities. Researchers are continuously finding 

new ways to understand and intervene on microorganisms, disease, and pharmaceuticals; at the same time 

medicine, informatics, materials science, engineering, and other fields are becoming more and more 

integrated with the life sciences. 

This section will discuss some examples of potential dual use in scientific fields traditionally included in the 

life sciences. These examples illustrate not only the wonderful opportunities of life sciences research, but 

also the potential concerns about their applications.  The examples may also enhance understanding of the 

various aspects of life sciences beyond pure biology, immunology, or toxicology. Potential biological risks 

may come not only from pathogens, but also from incidents, misapplications, or intentional misuse of 

techniques that enable better targeting of an agent or a living system or creation or re-creation of a genetic 

code, for example

already changed the nature of the biothreat space. 83 This section is not intended to produce a 

comprehensive or priority list of potential dual-use life sciences fields, but rather to introduce concepts and 

offer useful discussion points to consider when planning research, experiments, or other activities in the 

life sciences arena.  

Bioregulators and neurosciences 

Bioregulators are small, natural biological components that regulate many cellular processes, like hormones 

or peptides. They are used in biotechnology to purposely alter the functioning of organisms (for example, 

plants) to produce a desired result (for example, stimulate growth or flowering or extend vital cycles of fruit 

trees). They can be used for human benefits, also: for example, pharmaceutical mood management or 

hypertension treatment. 

                                                             
81 Simonson S, 2006  
82 Kaiser J, 2005 
83 National Academy of Sciences, 2006, p. 5  
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In recent years, analysis84 on the possible risks coming from intentional misuse of bioregulators to cause 

harm has been performed. For example, many human systems, including the nervous system, are 

particularly sensitive to bioregulators.85 Unlike many pathogenic or toxic agents, bioregulators can be 

targeted to a particular organism subsystem, can be controlled more precisely, and can act almost 

immediately.86 

Some critics say that the dual-use risk of bioregulators is apparent. Some bioregulator have incapacitating 

effects, while others restrict normal functioning of the heart or the immune system. It has been argued that 

bioregulators could be designed as the delivery system of a toxin. These capabilities are still in the hands of 

the restricted scientific community, which lends even more importance to assuring the scientists adhere to 

a strong code of conduct. 

Related to the previous discussion is the discourse concerning the potential dual-use aspects of neuro and 

cognitive sciences -- i.e., those fields dealing with behavior, consciousness, cognition, mood, and feelings, 

which have experienced expansion with recent brain studies. Neurosciences include studies on 

pharmaceuticals, such as incapacitants, non-lethal agents, and other agents used in law enforcement, for 

example

state. 87 

Possible dual-use concerns that call for awareness and attention may include the deliberate change of 

behavior, emotion, or a forced calmed status, but also more direct military uses such as 

perceptions and feelings to cause higher pain resistance, are also issues. The joint application of 

neurosciences and other areas of research and technology could also open new possibilities and concerns. 

Nanotechnology, for example, could enable an agent to cross organic barriers and deliver targeted drugs 

more effectively. Computational biology and bioinformatics could allow computational systems distributed 

over a combination of human biological and machine systems, while providing the interface88 between 

brain and machine. 

Synthetic Biology 

Synthetic biology is one of the most obvious cases of cross-cutting fields related to life sciences, technology, 

and engineering, and also one of the most discussed in terms of its potential for dual use. Synthetic biology 

may have more to do with engineering than biology, as it generally tries to create novel biological parts or 

                                                             
84 Bokan S, Orehovec Z, 2003  
85 National Academy of Sciences, 2006, ibidem 
86 Kagan,  2001 
87 Lakoski, JM, Murray, WB, Kenny, JM, 2000 
88 National Research Council, 2008 
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systems (using biological parts or modules) through assembly lines or procedures. In recent years, this type 

of application saw huge developments, with productivity increasing and costs falling at exponential rates.89 

Examples of possible impacts of synthetic biology research include accelerated vaccine development (with 

better targeted products that are less prone to side effects) against emerging diseases. However, the dual-

use implications are clear: novel pathogen agents, agents targeted to particular genes (and populations), 

and improved delivery systems (to cause disease more easily or more quickly). Synthetic biology, on the 

other hand can and is used for increased preparedness against disease and toxins of whatever origins. An 

example is the production of sentinel bacteria, so called because these bacteria signal the presence of a 

substance in the water.90 

In 2003, an article91 investigated the possible impacts of advanced biological warfare agents, a new class of 

engineered agents resulting from the hostile application of technologies developed across multiple 

disciplines. While prevention applications of new technologies will be significant for new countermeasures 

to traditional disease agents and involve new or more efficient treatments, the potential hostile 

applications render the potential for weapon agents more unpredictable and dangerous. Recently several 

analyses proposed governance frameworks or screening measures to deal with the specific challenges of 

dual-use synthetic biology. Often these approaches include increasing cooperation among various 

stakeholders,92 such as research institutions, producers, customers, governments, and national or 

international scientific associations.  A 2009 analysis93 on the impacts of synthetic biology and its dual-use 

risks and biosecurity and biorisk management, based on the views of leading biologists, suggested that 

synthetic biology appears to have minimal security implications or modest offensive advantages in the 

short-to-medium term, while in the longer term (more than ten years), there may be large impacts not only 

on defensive and preventive applications of synthetic biology, but also on the potential for creating new 

weapons. The analysis also suggested that measures such as regulation, surveillance, and security and 

safety designs are implemented now in the technology to minimize future threats. Also published in 2009 

was the official opinion94 that the ethics consultant organ of the European Commission issued specifically 

on synthetic biology. Among various ethical issues raised by the developing technology, the opinion 

addressed both dual-use and security issues. It recommended that the European Commission ensures that 

databases on synthetic biology are available to all who use them, provides legal systems that protect the 

privacy of companies reporting to Competent Authorities when asked to synthesize suspicious sequences, 
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90 Stocker J et al., 2003 
91 Petro JB, Plasse T.R., McNulty, J.A., 2003 
92 See Bugl H et al., 2007 
93 Mukunda G, 2009 
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and identifies the chain of responsibility for placing particular sequences in the database(s) and identifying 

them as potentially harmful. 

THE BIOETHICS COMPONENT FOR MISUSE PREVENTION 
From its inception, bioethics has been considered both a multi- and an inter-disciplinary activity. The term 

from Greek bios, life and ethos, behavior) was coined in 1927 by Fritz Jahr, who discussed the 

"bioethical imperative," as he called it, with regard to the scientific use of animals and plants.95 Throughout 

the twentieth century, the term evolved into a broader meaning and became a scientific discipline 

representing a link between biology, ecology, medicine, and human values. Today the field of bioethics 

addresses a broad swath of inquiry that includes the issues of animal rights, artificial life, biopiracy, biorisk, 

cloning, genetic engineering, medical confidentiality and consent, human and animal experimentation, 

genomics, medical research, gene therapy, organ donation and transplant, stem cell research, 

nanomedicine, and professional ethics and scientists  accountability, among many others.96  While topics 

such as these are usually considered from a philosophical, legal, or theological standpoint, bioethics has 

increasingly become an empirical discipline. 97 

T - , in theory, both beneficial 

and detrimental effects on human, animal, and plant life. It is an ethical dilemma, because it is about 

promoting good in the context of the potential for also indirectly causing harm. It is an ethical dilemma for 

the researcher because, regardless of the intention to drive the research toward a common good, this same 

research can be used by others for malicious purposes.98 

In light of this dilemma facing those involved in potentially dual-use biological research, the field of 

bioethics has come to integrate these issues into its area of inquiry. Thus, according to the World Health 

Organization (WHO), bioethics involves 

. . . the promotion of responsible and good research practices, the provision of tools 

and practices to scientists and institutions that allow them to discuss, analyze and 

                                                             
95 See Sass, H., 2007 
96 Bioethicists often disagree among themselves over the precise limits of their discipline, debating whether the field 
should concern itself with the ethical evaluation of all questions involving biology and medicine, or only a subset of 
these questions. Some bioethicists would narrow ethical evaluation only to the morality of medical treatments or 
technological innovations, and the timing of medical treatment of humans. Others would broaden the scope of ethical 
evaluation to include the morality of all actions that might help or harm organisms capable of feeling fear. 
97 Emmerich, N, 2011 
98 Miller, S and Selgelid, M., 2006  
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resolve in an open atmosphere the potential dilemmas they may face in their research, 

including those related to the possibility of accidents or misuse of the life sciences 99  

As such, bioethics has a pertinent role in the dual-use discourse and guidance in that it seeks to provide an 

understanding of basic ethical principles that should underlie the conduct of biomedical and other 

biosciences research by scientists and practitioners. These basic ethical principles should guide the actions 

and inform the decisions on the ethical use of the research.  

Bioethics is so important to biosciences students and researchers that it ought to be an embedded element 

of their education at all stages so as to engender a culture of ethics and encourage continuous discussion 

and self-reflection on research practices. In this way, institutions and individuals are held accountable for 

their actions and aware of their ethical responsibilities to society as a whole. 

RELEVANT PRINCIPLES OF BIOETHICS 
Ethical considerations are critical elements in the biorisk management framework for responsible life 

sciences research. There are six fundamental principles of bioethics. These actually continue to evolve but 

include:  

1. Autonomy - the patient has the right to refuse or choose their treatment 

2. Beneficence - a practitioner should act in the best interest of the patient 

3. Justice - concerns the distribution of scarce health resources, and the decision of who gets what 

treatment (fairness and equality) 

4. Non-maleficence - "first, do no harm" 

5. Human dignity - the patient (and the person treating the patient) have the right to dignity 

6. Sanctity of life - the preservation of life takes precedence over all other considerations.100  

Another important principle of bioethics is its placement of value on discussion and presentation.  

Of these principles, those of beneficence, non-maleficence, and the sanctity of life are the most pertinent 

to scientific researchers involved in research of a dual-use nature. 

Principles and values such as these do not give answers as to how to handle a particular situation, but can 

provide a useful framework for understanding ethical dilemmas and conflicts, as well as useful guidance for 

the discussion and ultimate resolution.  

By incorporating these principles, or a subset thereof, into the conduct of dual-use research, bioethics can 

enable the identification of an ethical problem and assist in clarifying the nature of the decision the 
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researcher may face. Going through this process can help resolve tensions between the responsibilities of 

individual researchers and the scientific community as a whole to society, the tensions between scientific 

freedom and security concerns;, and the tensions involved in balancing potential benefits against possible 

risks.101 

BIOETHICS LITERATURE ON DUAL USE AND POTENTIAL MISUSE OF BIOLOGY 
The dual-use phenomenon poses a dilemma for scientists who want to conduct research that will benefit 

humanity, but who at the same time, want to avoid projects that could potentially cause harm. Although 

the promotion of national security is not usually considered to be a primary responsibility of scientists in 

particular, people in general have a duty of non-maleficence: the duty to do no harm.  

Bioethics literature relating to the dual-use dilemma and the prevention of the misuse of biology often 

focuses on the ethical responsibilities of various actors involved in biological research, including research 

institutes and laboratories, science societies, funding agencies, science publishers, governments and 

individual scientists in particular.102  

Dual-use bioethics literature has identified several specific obligations of scientists in the context of dual-

use research.103 These include: 

104 

Good scientific practice in research is recognized as essential for the integrity of research, to nurture 

confidence within the research community and within the larger society. Progress and development in 

scientific research also rely on open, transparent, and replicable research that allows for the discourse 

necessary to better the science. This openness includes the relevance of bringing the potential safety and 

security concerns associated with research activities to the attention of review committees and publishers 

during review processes. Good research practices generally include the conscientious avoidance of research 

misconduct (fabrication, falsification or plagiarism); policies for handling misconduct, conflicts of interests, 

data management, authorship, peer review and collaborative research; and policies regarding the 

protection of human and animal subjects.105,106,107 
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103 While there is widespread agreement that all research in the life sciences must be conducted in a safe and ethical 

manner, there are differing views on the question of whether scientists should be held responsible for the 
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104 World Health Organisation, 2010, p.26 
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Consideration of possible future and negative applications of their research 

Researchers ought to consider to what uses their research may be put and to factor this consideration into 

their research risk assessments.108 This can be a problematic requirement in that there is a general lack of 

awareness among scientists of the dual-use dilemma.109 Of course, researchers may not be able to envision 

all possible uses of their work, especially without having any security expertise to underpin their 

the expectation is merely that scientists, to the best of their ability, make 

informed reflective judgments  taking the likelihood and magnitude of reasonably foreseeable harms and 

benefits of research into account  about whether or not, or the extent to which, precaution is necessary 110 

Continued education on relevant issues such as biorisks, biosecurity, and biosafety, as well as bioethics 

could enhance a 111 

Awareness of, and compliance with, formal restrictions applicable to their research 

Most countries have developed and implemented laws, regulations, and rules of procedure governing 

certain fields of scientific investigation. Additionally, many research laboratories and institutes have also 

introduced guidelines and procedures outlining the obligations of researchers in general and in particular 

circumstances. These include those related to research review or oversight, whether at a national or 

institutional level, safety procedures, and codes of conduct established by relevant science societies. 

Scientists should educate themselves (and this should be ensured by their employers) with such rules, and 

where these rules are not clear or an ethical dilemma arises, clarification should be sought from the 

relevant bodies. Such rules may formally require that individual scientists report potential risks to a review 

committee when a research proposal is submitted and/or before results are published.112  

                                                                                                                                                                                                          
106 Steneck NH, 2007 
107 OECD Global Science Forum. Workshop on best practices for ensuring scientific integrity and preventing 

misconduct, 22 23 February 2007, Mita Conference Hall, Tokyo, Japan. 
108 Kuhlau F., Eriksson S., Evers K., and Hoglund AT, 2008 
109 Dando M, Rappert B., 2005  
110 World Health Organisation, 2010, p.26 
111 ibidem 
112 ibidem 
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113

envisioned, the researcher should consider the possibility of restricting access to the research through non-

publication and/or refraining to otherwise distribute details of their work. However, the mere duty to 

-publication is a weak one if the researcher is not obligated to refrain from the actions in 

question.114  

 

Individual researchers may have obligations regarding whistle-blowing and playing an advocacy role in 

science policy debates. 

Should a researcher suspect or become aware of the deliberate or irresponsible use of biological research 

or misconduct by their colleagues or host institution, he or she should report these misgivings through the 

appropriate channels to the relevant body. 

Creating a wider ethical framework for dual-use biological research 

While the majority of literature on the ethical components of dual-use biological research focuses upon the 

responsibilities of individual scientists and researchers, it is generally recognized that such research does 

not occur in a vacuum; a wider ethical framework should be in place where certain responsibilities lie with 

other actors, including scientific institutions, scientific laboratories, and government. This framework 

should clearly present the responsibilities of scientists themselves thus enabling them to fulfill their own 

obligations. 

¶ Scientific/research institutions: should have mechanisms in place to address potential risks arising 

from research taking place within their confines and provide relevant education, information, and 
                                                             
113 Kulau F., Eriksson S., Evers K., and Hoglund AT, 2008 
114 Selgelid, M., 2006 

Life Scientists: Core Responsibilities Regarding Dual-Use Research of Concern 

Individuals involved in any stage of life sciences research have an ethical obligation to avoid or 
minimize the risks and harm that could result from malevolent use of research outcomes. 
Toward that end, scientists should: 
¶ Assess their own research efforts for dual-use potential and report as appropriate 
¶ Seek to stay informed of literature, guidance, and requirements related to dual-use research 
¶ Train others to identify dual-use research of concern, manage it appropriately, and communicate 

it responsibly 
¶ Serve as role models for responsible behavior, especially when involved in research that meets 

the criteria for dual-use research of concern 
¶ Be alert to potential misuse of research 
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support for researchers. Research institutions have a responsibility to ensure that research is in 

accordance with national law and/or relevant codes of conduct. Although codes of conduct are 

often considered to be a voluntary governance mechanism, some institutions have found ways to 

enforce them: for instance, as a condition of employment. Additionally, it is often argued that these 

institutions should provide continued research ethics education for scientists, perhaps even as a 

condition of funding. Further, institutions should have established procedures for whistle-blowing 

and provide adequate protection to whistle-blowers. Finally, research institutions should support 

researchers in addressing dual-use issues if they arise. 115 

¶ Science societies:  should develop codes of conduct and other guidance on the possibility of accidents 

or the deliberate misuse of life sciences research, ensure broad awareness of these codes in their 

members, and may even consider enforcement of these codes, i.e. as a condition of official 

membership and/or licensing.116  

¶ Publishers and journal editors: play a crucial role in determining what becomes publicly available 

information and are thus ultimately accountable to the public for their decisions. Regardless of 

ultimate decisions about the publication of potential dual-use research findings, publishers should 

develop criteria for deciding whether, how, and when to screen submissions for the risks of such 

findings prior to publication.117  

¶ National governments, international organizations, and funding bodies: government should develop 

and implement policies and rules that promote scientific progress while considering security 

concerns. Laws are already in place in many countries concerning biosafety (measures to protect 

workers from the risks of exposure to biological agents), as well as provisions for licensing 

laboratories and researchers, and for the transport of biological agents. Governments could also set 

education agendas (e.g., ethics, biosafety, and laboratory biosecurity in science undergraduate and 

postgraduate education programmes) and provide resources to address this issue.  

HARD AND SOFT NORMS 

An oversight system to minimize misuse and ensure public safety should be in place and must necessarily 

be a careful balance between preventing the misuse of science while ensuring scientific progress proceeds 

unhampered. In many countries this oversight framework takes the form of a complementary and 

interconnected web of both formal (hard) and informal (soft) policy instruments.  

Formal measures include legally binding national laws and regulations established by governments. 

Informal measures include the non-legally binding commitments of self-policing and self-governance by the 
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scientific community through means such as professional norms and standards, guidelines, ethics, codes of 

conduct, and best practices.  

penalties for any infringement. The implementation of hard law establishes a norm of behaviour that 

becomes ingrained in the relevant cultures and societies. On the other hand, laws and regulations are not 

suitable for the rapid adaptation required to respond to the fast pace of scientific advancement.  

gnificant advantages over its hard law counterpart in a number of ways. 

Through its flexibility, it can address a wider range of issues and almost at the pace of scientific progress. 

These soft-law approaches also help create a behavioural norm, and, in that it relies on the engagement of 

the scientific community, it enjoys increased support and thus adherence from within the scientific 

establishment. However, soft law also has its disadvantage in that it is generally unenforceable and does 

not carry sanctions for violations.   

In light of the advantages and drawbacks of both soft and hard law, the best oversight system is an 

amalgam of both types of measures. A good example of an oversight framework118 for dual-use biological 

research was developed in 2007 by the U.S. National Science Advisory Board for Biosecurity (NSABB), which 

emphasized the need for government regulation to go hand-in-hand with self-governance and self-policing 

measures from the scientific community.  This Board identified twelve guiding principles for oversight.  

                                                             
118 National Science Advisory Board for Biosecurity (NSABB), 2007  
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NSABB Guiding Principles for Oversight of Dual-Use Life Sciences Research119 

Life sciences research underpins advances in public health, agriculture, the environment, and other pertinent areas 
and contributes significantly to a strong national security and economy. The life sciences are a global enterprise and 
becoming ever more so. The free and open conduct and communication of life sciences research is vital to a robust 

 the unfettered progress and communication of science. Any 
decision to do otherwise should be undertaken very carefully. 

However, life sciences research has the potential to produce information or technology that can be misused to pose a 
threat to public health and safety, and therefore it is appropriate to have in place a framework and tools for the 
responsible oversight, conduct, and communication of such research. 

Effective oversight will help maintain public trust in the life sciences research enterprise by demonstrating that the 
scientific community recognizes the implications of dual-use research and is acting responsibly to protect public 
welfare and security. The federal agencies that fund life sciences research, the institutions that are the recipients of 
those public funds, and the individuals who conduct this research share this oversight responsibility. 

Any oversight system must balance the need for security with the need for research progress. The degree of oversight 
should be consistent with the likelihood and possible consequences of misuse. 

The foundation of oversight of dual-use research includes investigator awareness, peer review, and local institutional 
responsibility. Such oversight allows input directly from the investigators, facilitates timely review, offers appropriate 
opportunities for public input, and demonstrates to the public that scientists are taking responsibility for their 
research. 

The responsible conduct and communication of dual-use research of concern depend largely on the individual 
conducting such activities. No criterion or guidance document can anticipate every possible situation. Motivation, 
awareness of the dual-use issue, and good judgment are critical  to the responsible evaluation of research for dual-use 
potential. It is incumbent on the institution and the investigator to adhere to the intent of such guidance as well as to 
the specifics. 

Life sciences research is by nature dynamic and can produce unanticipated results and therefore must be periodically 
evaluated for dual-use potential. 

For the oversight system to be effective, it is essential that the various federal government agencies involved pursue a 
harmonized approach to the oversight of dual-use research. 

The effectiveness of an oversight framework depends on awareness by the scientific community and the public of the 
dual-use potential of research. 

An efficient and effective oversight system also requires ongoing dialogs among the scientific communities, 
governmental agencies, and the public. 

The responsible communication of dual-use research of concern is essential to maintain public confidence in the 
scientific community. 

The oversight process for dual-use research must be periodically evaluated for effectiveness and for impact on the 
research enterprise. 

                                                             
119 NSABB, Proposed Framework for the Oversight of Dual Use Life Sciences Research: Strategies for Minimizing the 

Potential Misuse of Research Informations, June 2007, 
http://oba.od.nih.gov/biosecurity/pdf/Framework%20for%20transmittal%200807_Sept07.pdf 
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CODES OF CONDUCT  

overall effort to strengthen the operation of the treaty and reduce the risks of biological weapons being 

developed, acquired or used. I believe that the importance the member states place on codes of conduct stems 

from their recognition that no government, international organisation or initiative  no matter how well-

resourced  can hope to effectively monitor the large and rapidly growing number of biological science and 

biotechnology facilities and activities around the world. To effectively manage the risks posed by the rapid 

advances in biology  while avoiding hampering legitimate research  we need to involve the scientists 

themselves. 120 

The Meeting of States Parties to the Biological and Toxin Weapons Convention (BTWC) in December 2005 

agreed that while the primary responsibility for implementing the Convention rests with member states, codes 

of conduct "can support the object and purpose of the Convention by making a significant and effective 

contribution ... to combating the present and future threats posed by biological and toxin weapons, as well as 

by raising awareness of the Convention, and by helping relevant actors to fulfill their legal, regulatory and 

professional obligations and ethical principles."121 

The Meeting also agreed that "codes of conduct should avoid impeding scientific discovery or placing undue 

constraints on research or international cooperation and exchange for peaceful purposes."122 It went on to say 

that "codes of conduct should require and enable relevant actors to have a clear understanding of the content, 

purpose and reasonably foreseeable consequences of their activities, and of the need to abide by the 

obligations contained in the Convention." 123 

For its part, the scientific community has largely recognized that codes of conduct and related measures are 

not a threat to scientific freedom, but rather a practical tool that can help scientists to pursue their objectives 

safely, securely, and lawfully; to reduce the risks of malign use of science; and to build public confidence in 

their activities.124 

 
Since 2005, state parties to the BTWC increasingly recognize the value of scientific codes of conduct in 

ensuring that the fruits of biological research are used only for good. Although there is clear support for some 

                                                             
120 ,  remarks by Ambassador 
Georgi Avramchev, Chairman of the 2008 Meetings of the Biological Weapons Convention, in BTWC, 2008 
121 Biological Weapons Convention Implementation Support Unit (BWC ISU) (2005), Report of the Meeting of States 

Parties, BWC/MSP/2005/3 (online at http://daccess-dds-
ny.un.org/doc/UNDOC/GEN/G05/646/11/PDF/G0564611.pdf?OpenElement) 

122 Ibid. 
123 Ibid. 
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form of code of conduct or oath, the open literature from the 2005 BTWC Meeting of Experts shows that there 

are several codes that could be applied t ,' 

,

unlike aspirational and ethical variants, would require some means of penalizing violations. Although this 

would surely act as a more explicit deterrence, it still creates problems. First, an enforceable code would 

require careful and harmonious assimilation into national law and ultimately some form of policing to ensure 

compliance. Second, this necessitates a legal document, which may distort or divert the focus on a code of 

conduct for scientists. 

 

By contrast, advisory codes, developed by scientific societies or concerned organizations, could provide 

guidelines on how to behave.125 Detailed advisory guidelines, such as From Ethics and Law to Best Practice 

from the International Committee of the Red Cross126or guidance booklets from the UK General Medical 

Council,127 could provide a basis for drafting similar guidelines for biologists. Although not codes per se, these 

could give advice on how to behave in general areas and how to respond to specific incidents. They could 

certainly prove useful in raising awareness and guiding life scientists in the future. However, unlike 

enforceable codes, advisory codes would not be directly linked to any form of punishment and hence could be 

viewed as a weaker obstruction to the malign exploitation of biology; thus there is some skepticism about the 

efficacy of such codes in influencing behavior.128 A second problem with advisory codes is that they would 

require a comprehensive set of guidelines covering an extensive range of ethical dilemmas that can or might 

emerge. This could be both divisive and time-consuming to develop and, moreover, the emphasis on 

detail. 129 

ethical norms, tralian delegation to the BTWC.130 However, without any form of 

punishment for violations or more detailed guidelines on how to behave, codes of ethics are widely regarded 

as the least potent means of regulation and are therefore also viewed with skepticism. Nonetheless, there are 

several advantages to using ethical codes. First, ethical codes would be comparatively easy to draft compared 

with enforceable or advisory codes because of their brevity. Second, a short ethical code enables greater 

flexibility in implementation and could be taken either as a signed statement or orally as an oath. Finally, in 

                                                             
125 Rappert, 2004 
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circumstances in which the distinction between acceptable and prohibited research is not clearly defined,131 

the implementation of a code of ethics could function as a first step in raising awareness and encourage 

scientists to distinguish between acceptable and prohibited research. 

Although the suggestion of using ethical codes can be met with skepticism, short codes of ethics, pledged 

orally, such as the 1948 Declaration of Geneva developed by the World Medical Association after World War 

ll and the Hippocratic Oath, have a long history in the medical profession and are generally adhered to, 

although they are devoid of any real power. 

 

Moreover, spoken codes would not need to be constructed entirely de novo. Various universities and 

organizations, including some chapters of Student Pugwash (Washington, DC, USA), already require students 

to take some form of pledge.  

CODE OF CONDUCT FOR LIFE SCIENTISTS IN PAKISTAN 
As early as man realized the devastating nature of any available modality, it was exploited by certain elements 

of society for the suffering of humanity. The modern era of using the harmful potentials of microorganisms 

was initiated during World War I, when Vibrio cholerae and Yersinia pestis were used against humans and 

Bulkholderia mallei and Bacillus anthracis against animals. The post-World War I period witnessed a race to 

acquire these technologies, culminating in weapons of mass destruction. Leakage of Bacillus anthracis spores 

at Sverdlovsk, Russia, in 1979 added the perspective of accidental release to the narrative. Non-state actors 

started using the microorganism for their malicious intentions: e.g., the Rajneesh religious cult mixed 

Salmonella spp with salad in the United States (1984). Laboratory-acquired infections of severe acute 

respiratory syndrome (SARS) and the foot and-mouth disease (FMD) outbreak in the United Kingdom 

intensified the emerging infectious disease potential. The present-day scenario changed after the post-

September 11, 2001, anthrax scare; Bacillus anthracis was stolen from a laboratory and posted in letter form. 

A long list of events illustrates the need to set modalities for addressing and restricting the grave 

consequences of scientific research, whether it be deliberate or accidental. This draws the attention of policy 

makers to focus on the issues pertaining to laboratory safety and security and, in addition to legislation, devise 

codes to be ingrained in the psyche of life scientists. 

The Biological and Toxin Weapon Convention (BTWC) provided the state parties with a platform for evolving 

mechanisms to address these critical issues. Over the years, state parties have put in dedicated efforts at the 

national level for implementing legislation as well as other means to affirm their commitments. Similarly, the 

Disarmament Division at the Ministry of Foreign Affairs, Pakistan, has been instrumental in stepping up efforts 

to be comparable with other nations. Dr. Irfan Yusuf Shami, DG Disarmament and National Focal Point for 
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BTWC, has been the leader in pursuing these endeavours. As a result of his determined efforts, an Inter

Agency Working Group on Regulation of Biosciences and Technology was established, with representation 

from all concerned stakeholders:  the Ministry of Foreign Affairs, the Ministry of Health, the Ministry of 

Livestock, the Ministry of Science and Technology, the Ministry of Agriculture, the Ministry of Law and Justice, 

the Ministry of Education, the Ministry of Environments, PAEC, NDMA, HEC, SPD, DESTO, AFIP, and the 

National Biosafety Centre. Dr. Anwar Nasim, a well-regarded scientist, was appointed as convener of this task 

force. After successfully drafting the legislative framework, the working group was charged with the 

responsibility of drafting National Guidelines for Code of Conduct for the Life Scientists. 

A focus group was formed for planning a code of conduct for life scientists, including Dr. Aamer Ikram and Dr. 

Qaiser Khan, who had prepared a draft in 2007. The core task was assigned to Dr. Aamer Ikram for preparing 

the draft. After preparation of the initial draft, frequent meeting were held at the Foreign Office under the 

patronage of Dr. Irfan Yusuf Shami and Dr. Anwar Nasim; comments and suggestions were sought from all 

representatives in light of their practical experiences as researchers and policymakers. Thus a final shape was 

given to the format with concurrence of all the stakeholders.  

The contributions of the participants are gratefully acknowledged and the members of the Task Force are 

further expected to facilitate promotion and dissemination of the code of conduct in research institutions and 

laboratories. The message is that security and dignity of human race along with peace is the principal 

responsibility in life sciences. 

CODES OF CONDUCT: EXAMPLES FROM ABROAD 
Netherlands132 

The Netherlands is one of the first countries in the world to have adopted a Code of Conduct for Biosecurity. 

The code is intended to raise awareness among scientists of the potential misuse of their research. 

The Royal Netherlands Academy of Arts and Sciences commenced developing a national biosecurity code of 

conduct for research and teaching organisations in 2006, at the request of the Ministry of Education, Science 

and Culture. The code defines responsibilities and terms of reference for governance and sanctions. Because a 

code of conduct is useful only if it reflects scientific practice, members of the scientific community and 

representatives of business and government were directly involved in developing the code from the very start, 

as members of a liaison group.133 

Australia134 

The 135 
                                                             
132 KNAW, 2007  
133 ibidem 
134 Biosecuritycodes.org, Accessed August 8 2011 
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¶ To promote the aims of the Society 

¶ To behave in such a way as to bring credit to the profession of microbiology 

¶ To use all proper means to maintain the standards of the profession 

¶ To respect any confidence gained in the conduct of the profession 

¶ To ensure that public statements are fair and objective 

¶ Not to engage in microbiological practices restricted by law or professional agreement 

¶ To avoid unwarranted statements that reflect upon the character or integrity of other 

members of the profession 

¶ To recognise the responsibility to subordinates in terms of professional guidance and 

dissemination of information 

¶ To maintain professional competence by keeping abreast of new information and 

developments 

¶ To support fellow members who find themselves in difficulties on account of their adherence 

to this Code, and the Society in its efforts to protect them 

¶ To recognise responsibility to the community and the environment in protecting each from 

exposure to undue actual or potential microbiological hazards 

¶ Not to engage knowingly in research for the production or promotion of biological warfare 

agents 

PUBLICATION OVERSIGHT 
Scientific openness has long been a fundamental element of scientific development and advancement  but a 

careful balance must be found to mitigate the potential for such knowledge to be misused without unduly 

hindering scientific and technological progress. As expressed by the U.S. National Society Advisory Board for 

Biosecurity (NSABB):  

The free and open conduct and communication of life sciences research is vital to a robust 

scientific enterprise; thu

communication of science 136 

information. Restrictions are clearly needed to safeguard strategic secrets; but openness also is needed to 

                                                                                                                                                                                                                
135 The Australian Society for Microbiology, http://www.theasm.org.au/ABOUT_US/governance 
136 National Science Advisory Board for Biosecurity (NSABB), 2007, p. 7 
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threats. 137 

This balance is an ethical responsibility on behalf of individual scientists, but usually discharged by scientific 

journal editors, reviewers, and publishers. These parties should take into consideration whether the 

information under examination for publication could be used by others for malign purposes.  

There are several ways to achieve this goal: 

¶ Refuse the article for publication 

¶ Add contextual information not found in the original article 

¶ Withhold certain information from the article to ensure the research is not replicable 

¶ Delay publication of the article until such time as the risks associated with it are reduced. 138 

The need for such precautions has been recognized by scientific publishers at the highest level. Journals are 

increasingly introducing codes of conduct and guidelines relating to the publication of biological research of 

concern. For example, in 2003 a number of important life sciences journals published a joint statement on 

scientific publication and security that included provisions for the appropriate level and design of processes to 

accomplish effective review of papers that raise safety and security issues: 

We recognize that the prospect of bioterrorism has raised legitimate concerns about the potential abuse of 

published information, but also recognize that research in the very same fields will be critical to society in 

meeting the challenges of defence. We are committed to dealing responsibly and effectively with safety and 

security issues that may be raised by papers submitted for publication, and to increasing our capacity to 

identify such issues as they arise . . . 

. . . We recognize that on occasions an editor may conclude that the potential harm of publication outweighs 

the potential societal benefits. Under such circumstances, the paper should be modified, or not be published. 

Scientific information is also communicated by other means: seminars, meetings, electronic posting, etc. 

Journals and scientific societies can play an important role in encouraging investigators to communicate results 

of research in ways that maximize public benefits and minimize risks of misuse 139 

In 2010 the U.S. -

impact journals (for example, Science, Nature, and Proceedings of the National Academy of Sciences) had 

implemented biosecurity policies. Several funding organizations (for example, the Biotechnology and Biological 
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Sciences Research Council, the Medical Research Council, and the Wellcome Trust in the United Kingdom) 

have also instituted policies for reviewing research proposals for security considerations. 140 

As noted in the statements above, scientific communication is disseminated in a wide variety of ways, not only 

through journal articles, but also seminars, poster sessions, funding applications, and so on. It is therefore 

necessary to develop guidelines simultaneously for the responsible communication of dual-use biological 

it is important to be aware of the potential for misuse 

of information at every point 141 

To meet this challenge, the to facilitate consistent decision-making about the 

responsible communication of research information with dual use potential 142 These tools consist of: 

¶ A set of principles for the responsible communication of research with dual-use potential 

¶ Points to consider for identifying and assessing the risks and benefits of communicating 

research information with dual-use potential, including options for the communication of such 

research information 

¶ Considerations for the development of a communication plan for research with dual-use 

potential 

 

Principles for the Responsible Communication  

of Research With Dual Use Potential143 

1. The open and unfettered sharing of information and technologies has been a hallmark of  the life sciences 

and has fostered a steady stream of scientific advances that underpin  public health and safety, a strong and 

safe food supply, a healthy environment, and a  vigorous economy.  

2. Progress in the life sciences relies heavily on the communication of research findings so  that the findings 

can be both validated and used for further research.  

3. Life sciences research should be communicated to the fullest extent possible to ensure the  continued 

advancement of human, animal, plant, and environmental health. Consequently, any restriction of scientific 

communication should be the rare exception rather than the rule.  

4. There is a need for reasonable balance in decisions about the communication of research  with dual use 

potential.  It is important to recognize the potential for the deliberate and malevolent misuse of dual use 

research findings and to consider whether the disclosure of certain information might reasonably pose a 

threat to national security (i.e., public health and safety, agricultural crops and other plants, animals, the 
                                                             
140 Berger, KM and Davison N., 2011  
141 National Science Advisory Board for Biosecurity (NSABB), (2007a) 
142 ibid. 
143 National Science Advisory Board for Biosecurity (NSABB), (2007b), Responsible Communication of Life Sciences 

the Oversight of Dual Use Life Sciences Research, Washington, US, 2007, 
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environment, or materiel).  If the communication of dual use research does pose potential security risks, the 

logical next step is a risk-benefit analysis of communicating the information.  

5. After weighing the risks and benefits of communicating dual use research findings, the  decision regarding 

communication is not necessarily a binary (yes/no) one.  Rather, a  range of options for communication 

should be identified and considered.  The options available will depend on the research setting (e.g., 

academia, government, or private).  They could range from full and immediate communication, to delayed 

and/or modified communication, to restricted/no communication, and could be recommended singly or in 

appropriate combinations on a case-by-case basis, depending on the nature of the dual use finding and the 

potential risks associated with its communication.  

6. Paradigms for the responsible communication of research with dual use potential should  also take into 

consideration that the communication of dual use research can occur at multiple points throughout the 

research process, that is, at points well upstream of the publication stage (see Figure 1  below).  Thus, it is 

important to apply principles and practices of responsible communication at these early stages as well.  

7. It is important to consider not only what is communicated but also the way in which it is  communicated.  

Investigators and sponsors of research with dual use potential should  recognize that the communication of 

certain dual use information is likely to raise biosecurity concerns, not only within the scientific community 

but also within the general public.  Consideration should be given to the potential for public concern and 

misunderstanding and for sensationalism.  Thought should be given to the need for the inclusion of 

contextual and explanatory information that might minimize such concerns and misunderstanding 

8. Public trust is essential to the vitality of the life sciences research enterprise.  It has  always been important 

for life scientists to participate in activities that enhance public understanding of their research.  However, 

because of the potential for public misunderstanding of and concerns about dual use research, it is 

especially important that life scientists conducting research with dual use potential engage in outreach on a 

regular basis to increase awareness of the importance of the research and to reassure the public that the 

research is being conducted and communicated responsibly. 

 

The communication tools are designed to help individuals identify and assess the risks and benefits of 

communicating information with dual-use potential. Users are envisioned to include researchers developing 

research proposals; investigators engaged in dual-use research who are preparing abstracts, posters, seminars, 

and manuscripts about their work; and individuals involved in the prepublication review of such information, 

such as research supervisors and administrators, peers, and dual-use research review entities. The tools might 

also be useful to the scientific publishing community and for science ethics courses.144 
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The NSABB also notes that the variety of potential uses and users of these communication tools makes it likely 

that not all aspects of the tools will be applicable at all times. Thus, users are encouraged to tailor and format 

the tools for their specific purpose(s).145 
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Decisions about how to responsibly communicate research with dual-use potential should address content, timing, and 
possibly extent of distribution1 of the information.  

a. Content 
a. Communicate as is 
b. Communicate with addition of appropriate contextual information. For example, it may be important 

to address:  
i. The significance of the research findings for public health and/or safety, agriculture, the 

environment, or materiel 
ii.  How the new information or technology will be useful to the scientific community 

iii. The biosafety measures in place as the research was conducted 
iv. The dual-use potential of the information 
v. The careful consideration that was given to the dual-use concerns in the decision to publish 

c. Recommend communicating a modified version of the product. For example, is it possible to 
decouple the material that poses security concerns from some or all of the potentially useful 
scientific information, or should specific information be removed (e.g., technical details about an 
enabling technology)? 

b. Timing  
a. Communicate immediately 
b. Recommend that communication be deferred until a clearly defined and agreed-upon endpoint is 

reached (e.g., a condition is met such that communication no longer poses the same degree of risk) 
c. Distribution  

a. No limit on distribution 
b. Limit access to selected individuals on a need-to-know basis. It will be necessary to identify 

categories of individuals who should have access and under what circumstances. 
c. Recommend that the product not be published or otherwise made accessible to the public. 

                 
1The relevance and/or feasibility of considering limits on the distribution of dual-use research will depend on the 

specific situation (e.g., timing of the communication in terms of the maturity of the research, the nature of the 
information and the risks associated with its communication, and the relevant audience for the information). For 
example, while limiting distribution is not a consideration for most scientific journals, it might be a reasonable 
consideration early on in a research project that yielded information of special significance to public health or 
homeland security experts and for which countermeasures might need to be initiated prior to broader 
communication of the information. 
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CHAPTER 6 
NATIONAL LEGISLATIONS COMPARED 

 

In many countries, including Pakistan, national legislation regulates the safe, secure, and responsible (for 

the scientists themselves and for others) conduct of science. Laws may set requirements for handling 

pathogens, set occupational safety measures, transport security, import and export control, as well as 

accountability and consequences for violating the norms. Legislation acts on several levels: for example 

administrative, civil, or even criminal law. Finally, acts of negligence or misuse are not only ethically wrong, 

as discussed before, but also illegal. 

CRIMINAL LAWS, ADMINISTRATIVE LAWS, AND REGULATORY MEASURES 
On the national level there are several different sets of rules that provide legislation impacting on biorisk 

management policies. National laws and regulations often fall under the category of hard norms when they 

are binding, to distinguish them from guidance, recommendations, or generally not-binding rules that may 

or may not originate from governmental authorities.  

National legislation impacting biorisk management from various sides may be issued by the Government; 

Ministries such as the Ministry of Defense, the Ministry of Health, the Ministry of Science and Technology, 

and the Ministry of Agriculture; and other ruling authorities. 

Hard (binding) norms about biosafety and biosecurity may be included in the constitution, the penal code, 

criminal laws, or in specific regulations of each state. These may include administrative laws, occupational 

safety laws (including safety in scientific laboratories), environmental laws (including regulations on 

genetically modified organisms), etc.  Some countries also have Anti-Biological Weapons Acts, Anti-

Terrorism Crime Acts, and Security Acts. 

Usually such laws and provisions regulate the production and manufacture, use, and storage of particularly 

dangerous pathogens. They specifically punish terrorism and illegal import/export of pathogens. States that 

have signed and ratified the Biological Weapons Convention (BWC) are bound by the content of the treaty 

and obliged to implement its requirements. This is often accomplished by adapting or enlarging existing 

laws on disease control to include deliberate misuse or by introducing new laws to prevent hostile use of 

life sciences, to promote peaceful application and international cooperation. 

It is worthwhile to distinguish between common law and civil law traditions given that civil law states 

require national legislation to transform international obligations into enforceable national laws. States 

with a common law tradition may consider treaties they have joined as self-executing. 
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Article IV of the BWC obliges each State Party, in accordance with its constitutional processes, to take any 

necessary measures to prohibit and prevent the development, production, stockpiling, acquisition, or 

retention of biological weapons in its territory and anywhere under its jurisdiction or control. States Parties 

have agreed that the prohibition of the use of biological weapons - originating in the 1925 Protocol for the 

Prohibition of the Use of Asphyxiating, Poisonous or other Gases, and of Bacteriological Methods of 

Warfare - also falls under the scope of the BWC. This in addition to Article III, which requires all State 

Parties to refrain from transferring biological weapons to anyone and from assisting, encouraging, or 

inducing anyone to manufacture or acquire them.  

Laboratory Biosafety Rules  National Norms Implementing International Guidance 

Each State has the freedom to legislate on safety rules for the laboratories in accordance with International 

norms. Laboratory biosafety rules describe the containment principles, technologies, and practices that are 

implemented to prevent unintentional exposure to pathogens and toxins, or their accidental release. 

Such regulations are issued by national institutions, often based on guidance or standard documents 

prepared by expert organization at international (such as the World Health Organization, the OECD, or the 

EU) or national organizations (including public or non-governmental organizations such as Sandia National 

Laboratories in the United States or the Commité Europeen de la Normalization or CEN in Europe). 

WHO, together with other collaborating centres, 146 and 

. 147 The CDC (Centers for Disease Control and 

Prevention) issued the Biosafety in Microbiological and Biomedical Laboratories guidance, which is a 

guidance based on containment measures and risk assessment. 

It describes four biosafety levels (BSLs) that consist of combinations of laboratory practices and techniques, 

safety equipment, and laboratory facilities. A Laboratory Biorisk Management Standard by the CEN (CWA 

15793 : 2008)  was published in 2008.  

In the European framework, the CEN53 Biosafety Professional competence (BSP)148 has been issued. It aims 

to describe competencies of a biosafety professional. It provides models for the role profile and tasks of a 

biosafety professional in an organization. It also provides model training specifications that help define 

individual competence. The CEN55  Laboratory Biorisk Management Standard is an additional guidance for 

CWA 15793. It was developed to render easier the management and the implementation of CWA 15793. 

                                                             
146 http://apps.who.int/gb/ebwha/pdf_files/WHA58/WHA58_29-en.pdf 
147 http://www.who.int/csr/resources/publications/biosafety/WHO_CDS_EPR_2006_6.pdf  
148 http://www.cen.eu/cen/Sectors/TechnicalCommitteesWorkshops/Workshops/Pages/WS53-BSP.aspx 
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Finally, in 2001, OECD also offered a guideline for the pursuit of safety and security in laboratories, the 

Best Practices Guidelines on Biosecurity for Biological Resource Centers (BRCs). 149 

International Commerce and Transportation 

There are also several regulations about import and export, which are required to regulate the trade of 

pathogens and toxins across borders. Several national Customs Act and Import Policies regulate which kind 

of substances or pathogens; can be traded, in which measure, and with what security and safety provisions. 

In this case, national norms may be inspired or adapt to international guidance documents.  

For instance WHO published several guidance documents starting on January 1st, 2011, to regulate the 

transport of infectious substances: a guide for shipping infectious substances and a training course for 

shipping.150 The guide provides information for identifying, classifying, marking, labeling, packaging, 

documenting, and refrigerating infectious substances for transportation and ensuring their safe delivery. It 

provides practical guidance to facilitate compliance with applicable international regulations for the 

transport of infectious substances by all modes of transport, both nationally and internationally. This  

replaces the document issued by the World Health Organization (WHO) in 2008 (document 

WHO/CDS/EPR/2008.10). This publication, however, does not directly replace national and international 

transport regulations. 

In the EU particular attention is paid to the Transport of Dual-Use Material. The EU export control regime is 

governed by Regulation 428/2009.  There are four types of export authorizations, and it is important to 

notice that Individual EU countries may keep in place certain specific national rules. 151 

Regulations on Biodiversity 

To safeguard biodiversity, national laws on environmental protection and environmental acts operate in 

many countries. Many countries consider biosafety and biosecurity in terms of biodiversity protection, 

ecosystems, and health security. It is necessary to safeguard the habitats and the natural ecosystems of the 

earth, as well as the presence and the spread of microorganisms and pathogens that should not be 

transferred to other regions. The Convention on Biological Diversity (1993, Rio de Janeiro)152 and the 

Cartagena Protocol153 are two mechanisms to do this.  

                                                             
149 www.oecd.org/dataoecd/6/27/38778261.pdf  
150 http://www.who.int/ihr/publications/en/ 
151 http://ec.europa.eu/trade/creating-opportunities/trade-topics/dual-use/ 
152 The text of the Convention can be found here http://www.cbd.int/convention/text/ 
153 http://bch.cbd.int/protocol/text/ 
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Genetically Engineered Organisms (GEOs), Living Modified Organisms (LMOs), and Genetically Modified 

Organisms (GMOs) are connected to it. The Biosafety Clearing-House (BCH)154 is a mechanism set up by the 

Cartagena Protocol on Biosafety to facilitate the exchange of information on LMOs and assist the State 

Parties to better comply with their obligations under the Protocol. 

 

NATIONAL LEGISLATION IN PAKISTAN  
The Geneva Protocol of 1925 banned the use of poisonous or other gases, as well as the use of 

bacteriological methods of warfare. The Protocol did not prohibit the development, production, and 

stockpiling of chemical and biological weapons. The international community remained concerned about 

the spread of biological weapons and continued deliberations to arrive at an international treaty. The 

Biological and Toxin Weapons Convention (BTWC) was thus signed in 1972 and entered into force in 1975. 

BTWC obligates state parties to "never in any circumstances to develop, produce, stockpile, or otherwise 

acquire or retain biological agents or toxins, including its means of delivery, which have no justification for 

peaceful purposes. As of today, multifaceted advancements have taken place in science and technology, 

particularly in the field of biotechnology.  Despite having brought in tremendous benefits to mankind, the 

fear of dual-use application of the life sciences has become a major cause of concern for international 

peace and security. 

A significant component of  national regulatory framework is basic legislation, which includes bio-

safety associated rules and guidelines. Basic legislation includes the Pakistan Export Control Act (ECA), 

2004, including the National Control List; the Anti Terrorism Act, 1997; Drugs Act and Rules, 1976; Plant 

Quarantine Act and Rules, 1976; Animal Quarantine Act, 1979; and the Pakistan Penal Code. The Export 

Control Act of 2004 comprehensively covers export, re-export, transit, trans-shipment, etc. for all nuclear 

and biological materials and technology, including their delivery systems. The Strategic Export Control 

Division (SECDIV), established in 2007 under the Ministry of Foreign Affairs (MFA), is responsible for 

monitoring and regulating strategic exports in accordance with the Export Control Act. SECDIV has 

representation from all relevant ministries and organizations to handle licensing policy as well as 

enforcement matters related to export control of nuclear and biological items, in accordance with the 

control list. Pakistan Bio-safety Rules-2005, Bio-safety Guidelines-2005, and Plant Quarantine Act 1976 deal 

with safety aspects of bio-related facilities. Yet another milestone was the establishment of the Inter-

Agency Working Group on Life Sciences at the Ministry of Foreign Affairs (MFA) and the issue of the 

National Guidelines for Code of Conduct for Life Scientists, which was shared with States Parties at the 

BTWC meeting in December 2010. 

                                                             
154 http://bch.cbd.int/about/ 
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Stand-alone Draft BTWC Legislation.  

In addition to the existing regulatory framework, stand-alone draft BTWC legislation has also been finalized 

by a Working Group established by the Ministry of Foreign Affairs. This legislation comprehensively 

prohibits design, development, manufacturing, stockpiling, transport, import, export, sale, acquisition, and 

possession of biological agents and toxins including their means of delivery. The legislation also envisions 

the designation of an Implementation Authority and establishment of an Oversight Committee. This 

legislation suggests stringent punishments for those who violate the penal provisions of the legislation. 

 

Administrative Measures 

Apart from an exhaustive list of legislative measures, Pakistan has also initiated several administrative and 

regulatory measures to regularize the implementation of BTWC. Some of these are: 

¶ National Point of Contact. A national point of contact has been established at the Ministry of 

Foreign Affairs under the Director of General Disarmament to handle routine activities of the 

BTWC. The Implementation Support Unit (ISU) of BTWC in Geneva has been notified. Regular 

meetings of all national stakeholders are arranged by the national point of contact to coordinate 

matters pertaining to implementation of the BTWC and to regulate activities in life sciences. These 

activities are gradually expanding to include private sector organizations, academic institutions, 

bio-industries, and other relevant private-sector stakeholders 

¶ Inter-Agency Working Group. An inter-Agency Working Group at the Ministry of Foreign Affairs has 

been established to promote awareness regarding biosafety, biosecurity and bio-related incidents. 

The Working Group includes a combination of policy representatives and life scientists from both 

the public and private sectors and academia.  

¶ Education and Awareness-Raising.  Awareness-raising programmes regarding biorisk management 

and export control on dual-use biological items are being organized at all levels through seminars, 

conferences, and workshops. These events are intended to create awareness among researchers, 

academics, and members of law enforcement agencies throughout the country. Several 

stakeholders are regularly participating in these activities at the national as well as at the 

international levels. Related literature and procedures on biosafety and biosecurity have also been 

prepared and given to concerned organizations and institutions. 

¶ Oversight of Biological Research Activities.  The monitoring and implementation mechanism of the 

national biosafety guidelines at the federal level is based on three tiers: the National Biosafety 

Committee (NBC), the Technical Advisory Committee (TAC), and the Institutional Biosafety 

Committee (IBC).  
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¶ National Biosafety Centre. Pakistan is party to the Cartagena Protocol on Biosafety (CPB) of the 

Convention on Biological Diversity (CBD). The establishment of an implementation system for the 

regulation of genetically modified organisms (GMOs) is mandatory under CPB. Accordingly, the 

regulation of GMOs in the country is governed by Pakistan Biosafety Rules 2005 and National 

Biosafety Guidelines 2005. 

 

COMPARISON OF LEGISLATION FROM ABROAD 

EUROPEAN UNION LEGISLATION 
The European Union155 is one of the most prolific legislators (together with the United States). The Union 

has several programs related to public health that are primarily intended to prevent and counteract 

bioterrorism. There are several guidance documents and papers that tackle these subjects. In 1989, the EU 

first introduced measures to encourage improvements in the safety and health of workers, which 

culminated with the Directive 2000/54/EC156 that regulates the protection of workers from risks related to 

exposure to biological agents at work. A Directive is a legislative act of the European Union, which requires 

member states to achieve a particular result without dictating the means of achieving that result. It can be 

distinguished from regulations, which are self-executing and do not require any implementing measures. 

Directives normally leave member states with a certain amount of leeway as to the exact rules to be 

adopted. Directive 2000/54/EC defined security and risk level also based on the risk levels issued by the 

U.S. Centers for Diseases Control and Prevention. All member states should classify biological agents 

according to this directive; this European Union legislation is intended to minimize the health risks from 

biological agents in the workplace. The Directive classifies biological agents into four risk categories 

according to their potential to cause diseases and the possibilities of prevention and treatment. The list of 

biological agents provides indications of allergenic potential and toxic effects. Measures proposed include 

containment categories for laboratory work and industrial processes. The directive also specifies 

requirements for notification of selected activities to authorities. For workers likely to be exposed to 

certain biological agents, employers must keep records including information about exposure and health 

surveillance. Workers must be provided access to their personal data. 

These regulations are minimum requirements and have been implemented into national legislation. Some 

member states have introduced Codes of Practice and guidelines for safe handling of biological agents in 

selected sectors and occupations. One should then refer to the relevant national regulations related to 

biohazards at workplaces. 

                                                             
155 The EU legislation on biosafety and biosecurity can be consulted here: 

http://www.vertic.org/pages/homepage/databases/bwc-legislation-database/e.php 
156 http://www.biosafety.be/PDF/2000_54.PDF  
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EU DUAL-USE EXPORT CONTROLS. 
The EU export control regime is governed by Regulation 428/2009 and an additional list of controlled dual-

use items are provided in Annex I to the Regulation. Under the EU regime, controlled items may not leave 

the EU customs territory without an export authorization. Additional restrictions are also in place 

concerning the provision of brokering services with regard to dual-use items and the transit of such items 

through the EU.  

The Council Regulation (EC) No 428/2009157 of 5 May 2009 set up a regime for the control of exports, 

transfer, brokering, and transit of dual-use items, and the Directive2008/68/EC of the European Parliament 

and of the Council of 24 September 2008 addressing the inland transport of dangerous goods determine 

the rules of trade. 

Individual EU countries may keep in place certain specific national rules. Such rules can apply to additional 

items to be controlled (Articles 4 & 8). They can require goods to be checked at specific border points 

(Article 17). They can introduce additional checks inside the EU (Article 11). 

The EU list of controlled items is based on control lists adopted by international export control regimes  

the Australia Group (AG), the Nuclear Suppliers Group (NSG), the Wassenaar Arrangement, and the Missile 

Technology Control Regime (MTCR). 

GMOS IN THE EU 
There is a proliferation of legislations about GMOs and LMOs in the EU, especially regarding food and 

agrarian products. Directive 2009/41/EC158 of the European Parliament of the Council of 6 May 2009 

regulates the use of genetically modified organisms. Other directives more specifically direct the trade of 

genetically modified organisms and the transboundary movements.  Directive 2001/18/EC of the European 

Parliament and of the Council of 12 March 2001 addresses the deliberate release of genetically modified 

organisms into the environment and repeals Council Directive 90/220/EEC, which addressed placing plant 

protection products on the market. 

                                                             
157 http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:134:0001:0269:en:PDF 
158 http://www.bmwf.gv.at/fileadmin/user_upload/forschung/gentechnik/2009-41-EC.pdf 
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EU AGAINST BIOTERRORISM AND CRIME 
EU has legislated abundantly on bioterrorism and crime. A series of Council Framework Decisions 159, as 

well as the EU WMD Strategy160 adopted in December 2003, are component of the internal and external 

policy interesting biosecurity. The Council Framework Decisions, for example, aim to approximating the 

laws and regulations of the member states in matters of bioterrorism, crime, exchange of information, and 

prevention of terrorism. 

Even with this legislation, each country can choose its own modus operandi. Denmark for example has 

chosen to provide prescriptive guidelines for agents, spray systems, and related materials, while others, like 

the Netherlands are taking a different approach, relying more on the institutions to develop their own 

ethical positions and compliance assurance methods.   

It is also important to mention the EU CBRN Action Plan161 of 2009 and the EU Green Paper on 

Biopreparedness issued in 2007. The latter is a document that do not consist of legally binding provisions, 

but rather is intended to give new impetus to the discussion toward a collective action to reduce biological 

risk; the former recommends , to be implemented in the EU on the security of four areas that 

include biological security, and organized in the topics of prevention, detection, preparedness and 

response. 

UNITED STATES 
In the United States the first and most important example of BWC implementing legislation is the Biological 

Weapons Anti-Terrorism Act of 1989, which was improved in 2002 with the Bioterrorism Act.162  

The United States is very concerned about laboratory biosafety. This concern is demonstrated by the 

publication, through the CDC (Centers for Disease Control and Prevention), the four-level scheme of 

biosecurity risks and containment that is recognized and used internationally.  

The Department of Homeland Security, the Department of State, the Department of Health and Human 

Services, and the White House have initiated several programs to address biosecurity threats and biosafety 

problems. Moreover, the CDC, the American Biological Safety Association,163 the Department of Energy,164 

and the National Health Institute are continuously releasing guidelines and guidance concerning biosafety 

                                                             
159 Council Framework Decision 2002/475/JHA of 13 June 2002 , Council Framework Decision 2008/841/JHA of 24 

October 2008  Council Decision 2005/671/JHA of 20 September 2005 , Council Decision 2008/616/JHA of 23 June 
2008 , Directive 2005/60/EC of the European Parliament and of the Council of 26 October 2005, Council 
Framework Decision 2008/978/JHA of 18 December 2008 

160 http://europa.eu/legislation_summaries/justice_freedom_security/implementation/l33234_en.htm 
161 http://europa.eu/legislation_summaries/justice_freedom_security/fight_against_terrorism/jl0030_en.htm 
162 http://www.fda.gov/regulatoryinformation/legislation/ucm148797.htm 
163 http://www.absa.org/ 
164 http://www.hss.energy.gov/healthsafety/wshp/biosafety/ 
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rules. The United States has large databases with information about pathogens and toxins present in the 

country, as well as a database of Select Agents.165 

CANADA 
In Canada the Biological and Toxin Weapons Convention Implementation Act166 of 2004 was the means 

selected to implement the BWC legislation. The Public Health Agency of Canada, with the cooperation of 

the Ministry of Justice, published a Human Pathogens Importation Regulation Act, Laboratory Biosafety 

Guidelines,  and expanded the a

standardizing controls over activities involving these agents, whether they are imported or domestically 

acquired. 

The Public Health Agency is in charge of biosafety and biosecurity.  The agency controls and tracks the use 

of imported dangerous pathogens, regulates biosecurity and biological weapons nonproliferation, and 

develops and enforces export controls. 

 

INDIA167 
In India the main organizations legislating about biosafety and biosecurity are the Ministry of Defence and 

the Department of the Prime Minister. The hard norms legislations derive from the Penal Code and from 

the Prevention of Terrorism and Unlawful Activities Prevention Acts. 

The Prevention of Terrorism Act (2002)168 bans the possession of biological substances of war and weapons 

of mass destruction and their delivery systems.  The Prevention of Unlawful Activities Act (2005)169 

prohibits all unlawful activity related to weapons of mass destruction, including their means of delivery, 

and dual-use materials, equipment, and technology. 

Rules for the manufacture, use, import, export, and storage of hazardous microorganisms and genetically 

engineered organisms or cells were issued in 1989.170 These rules provide a framework for the use, import, 

and export of various microorganisms; they also add that research with regulated microorganisms may only 

take place in government-approved laboratories. 

The rules also identify the authorities competent to ensure implementation of the rules and provide 

guidelines on the ethical and social responsibilities of the scientists, industries, institutes, and funding 

                                                             
165 http://www.selectagents.gov/ 
166 http://laws.justice.gc.ca/eng/acts/B-5.3/page-1.html 
167 A wide corpus of Indian norms about biosecurity and biosafety  can be consulted here: 

http://www.vertic.org/pages/homepage/databases/bwc-legislation-database/i.php 
http://dbtbiosafety.nic.in/ 

168 http://www.satp.org/satporgtp/countries/india/document/actandordinances/POTA.htm 
169 http://meaindia.nic.in/meaxpsite/actsadm/30aa08.pdf 
170 http://www.moef.nic.in/legis/hsm.htm 
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bodies involved with the biological sciences. (These are mainly the Ministry of Sciences and the Ministry of 

Environment and Forests.) 

Also the Customs Act171 regulates the trade of substances and biomaterials, and it legislates the general 

penalties for noncompliance with the norms of transboundary trade and import/export.   

Finally, on the biosafety and biodiversity level, an Environmental Protection Act172 gives the Indian 

government the authority to protect the environment by establishing procedures and safeguards for 

handling and distributing hazardous materials. 

CHINA173 
The Chinese regulations are drawn from the best practices of international biosafety and biosecurity 

regulations. Especially in the last 10 years, China has adopted or revised various regulations that control the 

production and the import and export of pathogens and toxins, as well as biosafety measures for 

laboratories. 

The criminal law 

transporting, storing, and terroristic use of any toxic or radioactive substance or infectious pathogen. 

Through the regulations on export control of dual-use biological agents and related equipment and 

technologies, a licensing system is imposed on the export of such substances and an export control list is 

provided. There are also customs laws, quarantine laws, and there are specific norms about SARS.174 

The State Cou

12 November 2004. Each government department is responsible for a specific area of responsibility (e.g., 

the  Ministry of Construction takes care of the establishment of the construction standards and inspection 

of laboratories to ensure construction quality).  

The Ministry of Health and the Ministry of Agriculture, res

procedures, laboratory cleanliness, and management. Penalties for noncompliance are not included in 

these standards. To clarify and strengthen these standards, a mandatory national standard was issued on 5 

April 2004 and implemented formally on 1 October 2004. This st General 
                                                             
171 http://www.wipo.int/wipolex/en/text.jsp?file_id=201641 
172 http://himachal.nic.in/environment/notifications/The_Environment_(Protection)_act_1986.pdf 
173 Various  listings of norms regulating Biosafety and Biosecurity in China : 

http://www.vertic.org/media/National%20Legislation/China/CN_Compiled_List_Laws_Regulations_BWC.pdf 
http://cns.miis.edu/stories/pdf_support/070917_hu.pdf 
http://cns.miis.edu/reports/pdfs/beijing_on_biohazards.pdf 

174 Measures on the Administration of the prevention and control of Infectious Severe Acute Respiratory Syndrome 
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Laboratory Biosafety 

Manual. 

TURKEY 175 

Turkey became a state party to the Biological and Toxin Weapons Convention (BTWC) of 1972 by ratifying it 

on 5 November 1974 without any reservations. Turkey had also ratified the Geneva Protocol of 1925, which 

was the first international document that prohibited the production, stockpiling and use of bacteriological 

agents for weapons purposes.  

attention regarding biosafety is also related to the preservation of biodiversity. For this reason the 

country has legislated in this field (e.g., 2010 GMOs Biotechnology). The internal discussions in the country 

are related also to GMOs and the prevention of animal and plant infections.  

OTHER COUNTRIES 
Even South America and Africa have tackled the problem of legislation about biosafety and biosecurity. 

Their commitment resulted in the Mendoza Accord (2001),176 in which Argentina, Brazil, and Chile agreed 

not to develop, acquire, stockpile or retain, transfer directly or indirectly, or use biological weapons.  In 

Africa, the Model Law on Biosafety (1999)177 criminalizes the use of genetic engineering for criminal or 

hostile purposes. It states that any person, organization, or corporation that uses genetically modified 

organisms to damage "human health, biological, diversity, the environment or property" are subject to 

fines and incarceration. 

                                                             
175 The list of all the norms regulating Biosafety and Biosecurity: 

http://agriexchange.apeda.gov.in/MarketReport/Reports/turkey%20biosafety%20law%20report.pdf 
176 http://www.biosecuritycodes.org/docs/mendozaaccord.pdf 
177 http://www.africa-union.org/root/au/auc/departments/hrst/biosafety/AU_Biosafety_2b.htm 
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CHAPTER 7 
THE INTERNATIONAL PROHIBITION REGIME OF BIOLOGY MISUSE: 

INTERNATIONAL TREATIES AND LAWS 
 

While supporting the peaceful international scientific cooperation, the international community of states 

has paid much attention in the last century to preventing science and technologies from misuse for 

nonpeaceful purposes. Many agreements, resolutions, and methods are in place to ensure that life sciences 

are used solely for beneficial scopes and that states are vigilant in enforcing this. The first agreements 

among nations took the approach that a total and complete ban of biological weapons would address the 

problem, but recent international agreements are more specific: for example, regulating the secure 

transportation of pathogens internationally and tracking pathogens when shipped for international 

research. International legislation generally binds all the contracting states to their principles and to the 

realization of their objectives, but in some cases these regulations are directly binding the individuals. 

Scientists should at least be aware of the international agreements that impact their fields. 

That the spread of disease knows no boundaries has been learned the hard way time and time again in 

human history, 

recently, AIDS and SARS). The deliberate spread of disease for malign purposes has been known and 

abhorred as a form of warfare for centuries; it has consequently been the subject of numerous legal 

restraints between combatants throughout that time.178,179 While early attempts to prohibit the use of 

disease as weapons were mainly agreements between states on the use of poison, modern efforts reflect 

both the advances in the biosciences and the evolution of state interactions. (Around the time of World 

War II, the global scale became a more common level of interaction.) 

                                                             
178 Most of the early attempts to control chemical and biological warfare were bilateral or unilateral agreements 

directed at the use of poisons. These included a 1675 agreement between the French and Germans, signed in 
Strassburg, to ban the use of poison bullets, and U.S. Army General Order No. 100, issued in 1863 during the 
American Civil War, 

 

The first international attempt to control chemical and biological weapons occurred in 1874, when the 
International Declaration Concerning the Laws and Customs of War was signed in Brussels and included a 
prohibition against poison or poisoned arms. The First Hague Peace Conference in 1899 also banned the use of 
poisons and was ratified by the United States. However, a separate p

 

Although 27 nations, including Germany, France, Russia, Austria-Hungary, and Great Britain, eventually agreed to 
this additional statement, the United States delegation declined to approve it. See British Medical Association 
(BMA), Biotechnology, Weapons and Humanity (Harwood Academic Publishers), 1999, pp.9-13 

179  See also Rissanen, J.
March 2003 (available at: http://www.nti.org/e_research/e3_28a.html) 
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Modern attempts to ban the use of biological weapons comprise binding international legal agreements 

prohibiting the use, development, stockpiling and transfer of biological and toxin agents as well as their 

technological component parts in tandem with international customary law and voluntary export control 

the misuse of the biological sciences.  

INTERNATIONAL LEGAL AGREEMENTS (TREATIES)  
International legal agreements are the highest form of binding commitments undertaken by states that 

codify their international obligations. These agreements usually take the form of treaties, meaning: 

. . . an international agreement concluded between States in written form and governed by international 

law, whether embodied in a single instrument or in two or more related instruments and whatever its 

particular designation . . . 180 

States demonstrate their consent to be bound by such treaties though their national processes of 

ratification, acceptance, approval, accession, or succession. 

The main international agreements that seek to ban or minimize the risk of the malign use of the life 

sciences and technologies are: 

¶ The 1925 Geneva Protocol 

¶ The 1972 Biological and Toxin Weapons Convention 

¶ The 1992 Chemical Weapons Convention  

1925 GENEVA PROTOCOL 
The universal revulsion toward the large-scale use of poison gases during World War I led to the adoption 

Protocol for the Prohibition of the Use in War of 

Asphyxiating, Poisonous or Other Gases, and of Bacteriological Methods of Warfare 181), which prohibits 

the use of chemical and biological weapons in war.  

It has 132 state parties (not counting Taiwan) including the five permanent members of the United Nations 

Security Council, and 1 signatory state.182  

                                                             
180  Vienna Convention on the Law of Treaties, 1969, Art.2 (1)(a), United Nations, Treaty Series, vol.1155, p.331 (online 

at: http://untreaty.un.org/ilc/texts/instruments/english/conventions/1_1_1969.pdf) 
181  Protocol for the Prohibition of the Use in War of Asphyxiating, Poisonous or Other Gases, and of Bacteriological 

Methods of Warfare, 17 June 1925 (online at: 
http://www.un.org/disarmament/WMD/Bio/1925GenevaProtocol.shtml)  

182 Harvard-Sussex Program, The 1925 Geneva Protocol (online at: http://www.fas.harvard.edu/~hsp/geneva.html). 
See this webpage for a list of states parties 
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In effect, the Geneva Protocol is a no first-use agreement between states, which has now become part of 

customary international law. During the negotiation and drafting of the Protocol, it was indicated that 

 

 

Protocol for the Prohibition of the Use in War of Asphyxiating, Poisonous or Other 
Gases, and of Bacteriological Methods of Warfare183 

The undersigned Plenipotentiaries, in the name of their respective Governments: 

(Here follow the names of Plenipotentiaries) 

      Whereas the use in war of asphyxiating, poisonous or other gases, and of all analogous liquids 
materials or devices, has been justly condemned by the general opinion of the civilized world; and 

      Whereas the prohibition of such use has been declared in Treaties to which the majority of Powers 
of the world are Parties; and 

      To the end that this prohibition shall be universally accepted as a part of International Law, binding 
alike the conscience and the practice of nations; 

Declare: 

      That the High Contracting Parties, so far as they are not already Parties to Treaties prohibiting such 
use, accept this prohibition, agree to extend this prohibition to the use of bacteriological methods of 
warfare and agree to be bound as between themselves according to the terms of this declaration. 

 

bacteriological agents were simpler and cheaper to produce than chemicals and could lead to significant 

long-term effects. The prohibition was duly included in the Protocol and constitutes a very general ban that 

covers anti-plant and anti-animal biological warfare as well as attacks on humans.184 The Protocol is subject 

to a number of limitations: namely, that the Protocol did not prevent the research, development, or 

production of biological weapons  at least in retaliation. Thus in practice it was permissible for states to 

conduct offensive biological research and to use such weapons in retaliation for their prior use against 

them, and indeed, several states ratified the Geneva Protocol with reservations to the effect that the 

Protocol would not apply with respect to any other party that violated the prohibition.185,186 

                                                             
183 United Nations Office for Disarmament Affairs (UNODA), Protocol for the Prohibition of the Use in War of 

Asphyxiating, Poisonous or Other Gases, and of Bacteriological Methods of Warfare 
http://www.un.org/disarmament/WMD/Bio/1925GenevaProtocol.shtml 
184 

rickettsiae and other agents that have the ability to multiply in a host. 
185 The international law concerning weapons of mass destruction

Ethics and Weapons of Mass Destruction: religious and secular perspectives, (Cambridge University Press: 
Cambridge) p.52 
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In 1969, the UN General Assembly passed a resolution187 declaring that the Geneva Protocol expressed 

, its prohibitions had become customary law 

binding not only its state parties but also non parties). In addition, in light of technological developments, it 

 . . . which might be employed because of their direct toxic effects on man, 

anima  . . . which are intended to cause disease or death in man, 

animal or plants, and which depend for their effects on their ability to multiply in the person, animal or 

plant attacked.

to internal conflicts , such as civil wars and rebellions (although this remains a rather murky issue).188 

1972 BIOLOGICAL AND TOXIN WEAPONS CONVENTION  
On 10 April 1972, the Convention on the Prohibition of the Development, Production and Stockpiling of 

Bacteriological (Biological) and Toxin Weapons and on Their Destruction [Biological and Toxin Weapons 

Convention (BTWC)] opened for signature and entered into force on 26 March 1975, after the deposit of 

the instruments of ratification by 22 signatory governments, including the governments of the Soviet 

Union, the United Kingdom, and the United States, designated as depositaries. As of 1 July 2011, the 

Convention currently has 164 state parties and 13 signatories. There are 18 states that have neither signed 

nor ratified the Convention.189 

A cornerstone of international efforts to address the proliferation of biological weapons, the Convention 

was the first multilateral disarmament treaty banning an entire category of weapons and prohibiting the 

development, production, acquisition, transfer, retention, stockpiling and use of biological and toxin 

weapons.190 In addition to these prohibitions (all contained within the first three Articles) is an article 

requiring states to take positive action to cooperate in the further development and application of scientific 

discoveries in the field of biology for the prevention of diseases or for other peaceful purposes (Article X).  

The text of the BTWC itself is brief, comprising only 15 articles over four pages. Over the years, the 

Convention has been supplemented by a series of additional understandings reached at subsequent Review 

Conferences, held every five years to review the operation and scope of the Convention. 

                                                                                                                                                                                                          
186 See Stockholm International Peace Research Institute (SIPRI) Project on Chemical and Biological Warfare website 

for a list of reservations to the Protocol (online at 
http://archives.sipri.org/contents/expcon/cbwarfare/cbw_research_doc/cbw_historical/cbw-hist-geneva-res.html)  

187 UNGA Resolution 2603 A (XXIIV) of December 16, 1969 
188  The international law concerning weapons of mass destruction

Ethics and Weapons of Mass Destruction: religious and secular perspectives, (Cambridge University Press: 
Cambridge) p.52-53 

189 Biological Weapons Convention Implementation Support Unit (BWC ISU), Biological Weapons Convention website  
(online at www.unog.ch/bwc)   

190 Wheelis, Rózas  ózas, L., & Dando, M., (eds) (1996) 
Deadly Cultures: Biological weapons since 1945 (Harvard University Press: Cambridge, Mass.), p.7 
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The Convention does not explicitly prohibit the use of such weapons, relying on the 1925 Geneva Protocol 

prohibition as well as subsequent additional agreements reached at the third and fourth Review 

Conferences clarifying that the treaty does indeed effectively, if not explicitly, prohibit the use of biological 

weapons. In an important distinction from the Geneva Protocol, which prohibited use only against another 

contracting party, the BTWC precludes any use against any state  thus any retaliation is precluded, 

whether against another state party to the Convention or against a non state party. Importantly, while it 

outlaws biological weapons entirely, this prohibition is only pertinent to states that have joined the 

Convention. Furthermore, biodefence programmes are not prohibited. 

A remarkable feature of the BTWC is the disarmament obligation of the parties: to destroy or divert to 

peaceful purposes all agents, toxins, weapons equipment, and means of delivery (Article II). The BTWC was 

the first treaty providing for the abolition of an entire category of arms. The envisioned destruction or 

diversion was to take place not later than nine months after entry into force of the Convention, it being 

understood that for states acceding to the BTWC, after its entry into force, the destruction or diversion was 

to be completed upon accession. 

Whilst the BTWC is unequivocal and sufficiently clear to encompass new agents discovered or designed by 

advances in the biosciences, its efficacy as an international prohibitive measure is weakened by the lack of 

adequate verification provisions and measures to investigate and address instances of non-compliance  

issues that have long been the matter of intense debate and disagreement but little progress.  
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Key Provisions of the Biological Weapons Convention191 

Article   Provision 

Article I  Never under any circumstances to acquire or retain biological weapons. 

Article II  To destroy or divert to peaceful purposes biological weapons and associated resources 
prior to joining. 

Article III  Not to transfer, or in any way assist, encourage or induce anyone else to acquire or 
retain biological weapons. 

Article IV  To take any national measures necessary to implement the provisions of the BWC 
domestically. 

Article V  To consult bilaterally and multilaterally to solve any problems with the 
implementation of the BWC. 

Article VI  To request the UN Security Council to investigate alleged breaches of the BWC and to 
comply with its subsequent decisions. 

Article VII  To assist States which have been exposed to a danger as a result of a violation of the 
BWC. 

Article X  To do all of the above in a way that encourages the peaceful uses of biological science 
and technology 

 

Additionally and unusually for an important disarmament treaty, the BTWC currently does not provide for a 

permanent organization to implement the treaty. However, at the Sixth Review Conference in 2006, state 

parties formally established the Biological Weapons Convention Implementation Support Unit (BWC ISU) 

with a roster of just three persons. It currently serves the Convention in a number of ways, including: 

¶ Administrative support and assistance 

¶ National Implementation support and assistance 

¶ Support and assistance for confidence-building measures 

¶ Support and assistance for obtaining universality192 

1992 CHEMICAL WEAPONS CONVENTION (CWC) 
Convention on the Prohibition of the Development, 

Production, Stockpiling and Use of Chemical Weapons and on Their Destruction 193), is intended to 

                                                             
191 Biological Weapons Convention Implementation Support Unit (BWC ISU), Biological Weapons Convention website 

(online at www.unog.ch/bwc) 
192 Biological Weapons Convention Implementation Support Unit (BWC ISU), Implementation Support Unit (online at 

www.unog.ch/bwc/isu)  
193 Full text can be downloaded at http://www.opcw.org/chemical-weapons-convention/download-the-cwc/  
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. . . eliminate an entire category of weapons of mass destruction by prohibiting the development, 

production, acquisition, stockpiling, retention, transfer or use of chemical weapons by States Parties. State 

Parties, in turn, must take the steps necessary to enforce that prohibition in respect of persons (natural or 

legal) within their jurisdiction 194 

The Convention opened for signature on 13 January 1993 and entered into force on 29 April 1997. It 

currently has 188 state parties, 2 signatory states, and 5 states that have neither signed nor ratified.195  

The Organization for the Prohibition of Chemical Weapons (OPCW) was established in The Hague with a 

staff of over 500 and is responsible for the implementation of the Convention.  The OPCW is mandated to 

ensure the implementation of its provisions, including those for international verification of compliance, 

and to provide a forum for consultation and cooperation among states parties. 

The CWC prohibits: 

¶ Developing, producing, acquiring, stockpiling, or retaining chemical weapons 

¶ The direct or indirect transfer of chemical weapons 

¶ Chemical weapons use or military preparation for use 

¶ Assisting, encouraging, or inducing other states to engage in CWC-prohibited activity 

¶  

Unlike the Geneva Protocol and the BWC, the CWC explicitly bans the use of chemical weapons, and also 

requires that all existing stocks of chemical weapons be destroyed within 10 years. The CWC is underpinned 

by a general purpose criterion, which defines the substances to which its prohibitions apply and is 

sufficiently flexible to allow it to keep up with technological change and, in the case of dual-use chemicals, 

to exempt application for peaceful purposes from its prohibitions. The CWC lists 43 chemicals and families 

of chemicals for the application of special procedures, but, by virtue of the general purpose criterion, the 

prohibitions of the treaty are not restricted to them. 

In contrast to the BTWC, the CWC includes extremely detailed provisions for the compliance verification 

and establishes an international organization.  

                                                             
194 Organization for the Prohibition of Chemical Weapons, Chemical Weapons Convention homepage (online at 

http://www.opcw.org/chemical-weapons-convention/)  
195 The OPCW maintains an up-to-date list of members online at http://www.opcw.org/about-opcw/member-states/  
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Articles and Annexes of the Chemical Weapons Convention196 

Article I outlines the basic prohibitions of the treaty. 

Article II includes definitions of various terms used throughout the CWC.  

Article III obliges states parties to submit declarations of past programmes, including information on 
current holdings of chemical weapons and production facilities. 

egard to chemical weapons and their 
production facilities. 

Article VI requires states parties to allow a degree of verification of chemical industry facilities 
working with certain "dual-use" chemicals. 

Article VII contains rules to facilitate the implementation of the CWC by each state party. 

Article VIII establishes the OPCW. 

Article IX details procedures through which states parties can resolve any questions related to non-
compliance which they may have. 

Article X gives states parties the right to develop protective programmes against the use of chemical 
weapons and outlines assistance which can be provided by the OPCW, also in the event of an attack by 
chemical weapons. 

Article XI states that the CWC should not inhibit the economic and technological development of states 
parties or hamper free trade in chemicals and related technology and information. 

Article XII includes measures to redress a situation of non-compliance, including sanctions.  

The three annexes - on chemicals, on implementation and verification and on the protection of 
confidential information - are an integral part of the CWC. The annex on chemicals lists in three 
schedules 43 chemicals and families of chemicals which were selected for the application of special 
verification procedures. The annex on implementation and verification provides great detail on the 

inspections and investigations of alleged use. The annex on the protection of confidential information 
sets out principles for the handling of confidential information, measures to protect sensitive 
installations and data during inspections and procedures in case of breaches of confidentiality. 

 

 

The remaining 12 articles are shorter and deal w

international agreements, settlement of disputes, amendments, duration and withdrawal, status of the 

                                                             
196 Harvard-Sussex Program webpage on the Chemical Weapons Convention (online at 

http://www.sussex.ac.uk/Units/spru/hsp/CWCpreamble.html) 
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annexes, ways in which states can join the CWC and the way in which it comes into force, reservations, and 

the depositary. 

The CWC comprises a Preamble, 24 Articles, and 3 Annexes the Annex on Chemicals, the Verification 

Annex, and the Confidentiality Annex.  

 

THE BIOLOGICAL AND TOXIN WEAPONS CONVENTION (BTWC) 
Since its creation, the BTWC has been consistently evolving  not only to keep abreast of the risks and 

threats it addresses, but also to fit itself to the ever-shifting international security environment in which it 

sits. The treaty also has to contend with a rapidly changing scientific and technological lansdcape. As a 

result, the BTWC has been working increasingly closely with the scientific community.  As a result of these 

collaborations, it is also an increasingly useful platform for science cooperation. 

The text of the treaty itself is largely aspirational  setting out the aims of the international community in 

this arena. It does not contain detailed instructions as to how states can comply with their attendent 

obligations. Through a series of review conferences, held every five years since its entry into force, a series 

of additional agreements have been reached as to the sort of activities that states Parties should be 

pursuing and the types of capacity they should be building.197 These agreements have added elements to 

the regime, such as the annual exchanges of information through the Confidence Building Measures agreed 

upon at the Second Review Conference in 1986 and updated at the Third Review Conference in 1991. They 

have also helped to clarify how some of the provisions of the convention are to work in practice. For 

example, they have helped to develop a formal consultative process to assist states in resolving compliance 

concerns. 

The review conferences have also initiated other processes in an attempt to strengthen the treaty. One of 

th

(another reason why the treaty text might be considered aspirational). The Third Review Conference in 

1991 established an ad hoc group of experts to review the scientific and technological aspects of 

verification. This group held four meetings in 1992 and 1993 and came to the conclusion that while no 

individual approach would provide confidence that states were living up to their obligations, combining a 

range of measures might increase transparency. A Special Conference was called in 1994 and a second ad 

hoc group was formed to develop a protocol to strengthen the treaty. This rapidly came to be perceived as 

an effort to create a diplomatic framework to house the technical procedures reviewed by the first group. 

                                                             
197 BWC ISU, Text of the BWC and Additional Understandings and Agreements reached by Review Conferences 

Relating to Each Article of the Biological Weapons Convention, BWC Implementation Support Unit, August 2007, see: 
http://www.unog.ch/bwc  
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This second process saw states meet 24 times between 1995 and 2001. They were unable to reach 

consensus on what such a protocol might look like and when the United States pulled out of negotiations in 

2001, the process collapsed. While many experts consider there is value in an international inspection 

regime to build confidence and enhance transparency, considerable doubt remains as to whether it is 

technically possible to place a series of measures to prevent a state from developing a break-out capacity. 

When it was created, the BTWC only had to address the possibility that states could develop and use 

biological weapons. While considerably less complex and cheaper to acquire than nuclear weapons, 

biological weapons still required a considerable investment of time and resources. As the life sciences 

spread around the globe, becoming more and more integrated into industrial and manufacturing processes 

and available to more and more people, the technical and cost barriers to the acquisition and use of these 

weapons has fallen considerably. As a result, these weapons are now within the grasp of all states, many 

organizations, and possibly individuals.  When combined with fears over unconventional high-impact 

terrorism, the BTWC has had to change the way it conceptualises and addresses the threat posed by 

biological weapons. 

Since 2003, the BTWC has been hosting two series of annual meetings to improve the way its international 

obligations are translated into effective national action. This effort improves the robustness of the 

domestic measures in states parties to deal with subnational groups and individuals who may attempt to 

acquire or use these weapons. Topics reviewed include national legislative and regulatory frameworks; 

regional and subregional cooperation; biosafety and biosecurity; oversight of science; education, 

awareness-raising, and codes of conduct; and dealing with disease regardless of cause, as well as 

responding to allegations of treaty violations. These annual meetings used a Meeting of Experts in the 

middle of the year to gather insights, experiences, and best practices in the areas addressed that year from 

governmental, international, professional, and independent experts. These data were processed by the 

treaty secretariat and the resulting information fed into a Meeting of States Parties at the end of the year.  

At the Meetings of States Parties, states have identified common understandings on the most valuable 

approaches and tools to strengthen relevant efforts. 

These meetings have proven to be particularly useful in building momentum and fostering efforts to 

strengthen measures to address biological weapons. In 2006, then Secretary-General of the United Nations 

Kofi Annan described these efforts 

dynamic; and above all, focused on overcoming obstacles and delivering results. 198  

                                                             
198 Annan, Message from the Secertary-General to the Sixth Review Conference, United Nations, Geneva, Switzerland, 

2006, see: http://www.unog.ch/bwc  
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Evidence of the way the BTWC has been evolving can be found in the way that it has broadened its 

stakeholders. At the end of the 20th century, the BTWC was a traditional arms-control agreement and its 

meetings were the preserve of diplomats and military personnel. While remaining a security instrument, 

the perception of security has changed and the treaty has evolved to keep pace. Security is no longer solely 

about the use of force, but embraces broader concepts such as health security. There has been a clear 

recognition that disease (regardless of cause) can have a significant death toll, disrupt economies, close 

borders, and so have a dramatic impact on the security of a country. Equally, broader security failures can 

often result in disease and its attendent problems. These challenges are intrinsically linked. There has been 

a realization that efforts to address them must also be interlinked. Health and security communities must 

work more effectively together to address mutual risks and threats. As a result, at today s BTWC meetings 

more people attend from health, agriculture, science, trade, and education than from foreign affairs or 

defence. This shift might have underpinned the comments made on her visit to the 2009 Meeting of States 

Parties, when the U.S. Under-Secretary of State Ellen Tauscher described the BTWC as the premier forum 

for dealing with biological threats 199 

The expansion of stakeholder communities in the BTWC is perhaps most evident from its interaction with 

the scientific community. During the recent cycles of annual meetings, professional scientific bodies, such 

as national academies and international scientific unions, have become regular participants. They have 

provided briefings, experience, and insights into the work of the treaty. Their contributions have led 

directly to the development of common understandings and have helped to shape the evolution of the 

treaty. 

There have been a plethora of efforts to ensure that these interactions work both ways. There are an 

increasing number of initiatives from the security community to improve engagement with scientists. For 

examp

them were to scientific meetings.200 This has created a mutually reinforcing relationship where the work 

programme of the BTWC provides a focus for scientific organizations to examine relevant issues, the output 

of which informs international policy and helps to set agendas that foster the involvement of the scientific 

community. 

By expanding its stakeholder communities and embracing broader concepts of security, the BTWC has also 

come a long way in addressing the divisions of the past. There have been certain challenges that confront 

all the disarmament and non-proliferation treaties. Throughout much of their histories, such international 

instruments have suffered from the competing interests of developed states (which wanted to control 

                                                             
199 Tauscher, Address to the Annual Meeting of States Parties to the Biological Weapons Convention, United Nations, 

Geneva, Switzerland, 9 December 2009, see: http://www.unog.ch/bwc  
200 BWC ISU, 2010 Report of the Implementation Support Unit, Biological Weapons Convention Implementation 

Support Unit, United Nations, Geneva, Switzerland, 2010, see: http://www.unog.ch/bwc  
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access to certain resources to improve their security) and developing states (which wanted better access to 

similar resources to aid their development and thereby increasing their security). These competing 

interests have limited opportunities for cooperation and collective capacity building.  

The BTWC now works in a very different way. Biological risks and threats are connected, regardless of 

whether their origin is natural, accidental, or deliberate. The capacity needed to detect and respond to the 

health impact of a disease event is always very similar. Recent history also underscored how rapidly a local 

disease event can become an international concern. As a result of this potential for global spread of 

disease, building capacity around the world provides security benefits  in terms of addressing deliberate 

use, but also in combatting the impact of natural disease. As a result, developed countries are increasingly 

interested in investing in improving capacity to deal with disease. This opens up many avenues for 

cooperation on issues of mutual interest. 

Efforts to improve the safety and security of facilities around the world have helped to reduce the 

likelihood of an accidental or deliberate diversion of biological resources. Such measures also help to build 

confidence that such resources are going to be used in the intended, declared manner and so help to foster 

an environment more suitable to scientific collaboration and the transfer of technology. As a result, efforts 

under the BTWC have ceased to be part of zero sum game, where additional focus on security reduces the 

attention paid to building capacity (and vice versa) to become a mutually reinforcing positive feedback loop 

where work to build capacity also boosts collective trust, which in turn encourages greater cooperation and 

helps to build capacity. 

NATIONAL POSITION IN THE BTWC 
Pakistan signed the BTWC on 10 April 1972 and ratified it on 25 September 1974. Since its ratification, 

Pakistan has been committed to strengthening the BTWC through national implementation measures. It 

encourages multilaterally negotiated, non-discriminatory, and cooperative efforts on issues related to 

BTWC. Pakistan also emphasizes the effective implementation of the Convention, including the 

establishment of a compliance process and verification mechanism. 

 significant contributions to the BTWC process have been acknowledged by the international 

disarmament community. The BTWC process w chairmanship. Through his 

diligence, Ambassador Masood Khan enabled the States Parties to the BTWC to reach a consensus to arrive 

at a final document during the Sixth Review Conference in December 2006. The achievements under 

chairmanship include:  

¶ Addition of five member states to BTWC 

¶ Establishment of Implementation Support Unit  

¶ Record number of submission of BTWC CBMs by 62 States Parties in 2007. 
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The revival of the BTWC process can be attributed mainly to the chairman, who 

successfully managed to build consensus for formulation of final substantive documents at the end of each 

meeting during two years of tenure, which successfully completed in December 2007. 

 

Pakistan shares the concerns of the international community and is fully aware of its obligations. It is taking 

all necessary steps in conformity with BTWC and International Health Regulations (IHR) 2005. Pakistan is 

also concerned about the potential use of biological weapons or any bio-related incident and is doing its 

best to counter such threats by implementing stringent biosafety and biosecurity measures, along with 

making continuous and concerted efforts to enhance its capacity to handle bio-

comprehensive report on UNSCR 1540 and four follow-up reports to the UN Security Council 1540 

Committee provide a detailed matrix of information on existing legislation and its enforcement. In short, 

Pakistan has made appreciable progress in implementing existing legislation and is taking effective 

administrative steps for mitigation of biological risks. 

Pakistan has passed numerous legislative and regulatory measures in support of national implementation 

of the BTWC (see Chapter 6).  

CUSTOMARY INTERNATIONAL LAW 
In

international law. e treaties are written conventions that formally establish binding rules between 

states, customary international law is a set of unco a general practice 

accepted as law

in international law and, in particular, humanitarian efforts and armed conflicts by filling gaps left by treaty 

law.201 

The effect of customary international law is that whiet some states may not have signed or ratified a formal 

treaty, they are nevertheless legally bound by rules of customary law. In this way, even those states that 

have not joined the BTWC can be considered to be bound by its provisions.   

Certain conditions must be met for a rule to be considered customary. In essence, it must be shown that 

the rule is reflected in the consistent conduct and practice of a state, and that the international community 

                                                             
201 International Committee of the Red Cross (ICRC), Customary International Law (Online at: 

http://www.icrc.org/eng/war-and-law/treaties-customary-law/customary-law/index.jsp)  
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believes that such practice is required as a matter of law.202 Thus there are three basic requirements for a 

rule to be considered as customary: 

1. Official and widespread repetition by States of similar international acts over time (State 

practice) 

2. Acts must occur out of sense of obligation 

3. Acts must be taken by a significant number of States and not be rejected by a significant 

number of States 

Evidence of consistent state practice and conduct can be found in a variety of acts, including signing of 

related international resolutions, declarations, and legislation (such as those of the UN bodies and 

agencies), official statements at international conferences and in diplomatic exchanges, formal instructions 

to diplomatic agents, national court decisions, legislative measures, or other actions taken by governments 

to address matters of international concern.203 

Taking these elements into consideration, it can be argued that the BTWC has become international 

customary law by dint of practice and conduct of States for the following reasons: 

¶ The United Nations Security Council resolution 1540 of 2004 on preventing states from developing, 

acquiring, manufacturing, possessing, transporting, transferring or using nuclear, chemical or 

biological weapons and their delivery systems is binding on all states. Universal adherence to the 

 

¶ General agreement by states that the use of biological weapons in warfare is unacceptable  

evidenced by the fact that such weapons have never been used in warfare. 

¶ The BTWC was ratified by the majority of states and was neither rejected by any states nor have 

any states withdrawn from the Convention.  

¶ The majority of states possess domestic laws that prohibit the use, development, acquisition and 

dissemination of biological weapons and its component parts. Additionally, a large number of 

states are party to voluntary export control regimes prohibiting the exportation of such weapons 

and associated technologies. 

UNSCR 1540 AND ITS COMMITTEE 
In April 2004, responding to the growing threat of non-state actors acquiring nuclear, biological, or 

chemical (NBC) weapons; the terrorist attacks of September 11, 2001; information about the ambitions of 

certain terrorist organizations to acquire and use NBC weapons; and the discovery of the proliferation of 

                                                             
202 International Committee of the Red Cross (ICRC), Customary International Law (online at: 

http://www.icrc.org/eng/war-and-law/treaties-customary-law/customary-law/overview-customary-law.htm) 
203 Buergenthal, T and Maier, HG (2002) Public International Law in a Nutshell, (West Group Pubblishing), pp. 22-23 
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nuclear weapons technology by a global network headed by Dr. A.Q. Khan, the United Nations Security 

Council adopted Resolution 1540 (UNSCR 1540), which requires all states to implement measures aimed at 

preventing non-state actors from acquiring NBC weapons, related materials, and their means of delivery. 

The resolution, adopted under Chapter VII of the UN Charter, is legally binding on all UN members.204 

 The resolution requires states to implement domestic legislation to prevent non-state actors from 

manufacturing, acquiring, or transporting NBC weapons within or from their territory. It covers a wide 

range of measures, including nuclear security and physical protection, export and border controls, 

prevention of terrorism financing, and others. UNSCR 1540 also calls on states to cooperate in preventing 

the illicit trafficking of NBC weapons and related materials, and provide assistance to other states that lack 

the capacity to implement the resolution. 

A Committee was established under the Security Council to monitor and promote implementation of these 

national legal measures, and states have been required to submit a report on their implementation efforts 

to this Committee. 

Resolution 1540 recognizes "the need to enhance coordination of efforts on national, sub-regional, regional 

and international levels in order to strengthen a global response to this . . . threat to international 

security."205 The resolution requires all states to: 

¶ Adopt and enforce appropriate effective laws that prohibit any non-State actor to manufacture, 

acquire, possess, develop, transport, transfer, or use nuclear, chemical, or biological weapons and 

their means of delivery, in particular for terrorist purposes (paragraph 2) 

¶ Take and enforce effective measures to establish domestic controls to prevent the proliferation of 

nuclear, chemical, or biological weapons and their means of delivery, including by establishing 

appropriate controls over related materials. Enact controls that include: (a) measures to account 

for and secure such items; (b) effective physical protection measures; (c) effective border controls 

and law enforcement efforts; and (d) effective national export and trans-shipment controls over 

such items (paragraph 3).206 

                                                             
204 Nuclear Threat Initiative, United Nations Security Council resolution 1540 database overview (online at 

http://www.nti.org/db/1540/index.html)  
205 United Nations Security Council, United Nations Security Council resolution 1540, S/RES/1540 (2004), 28 April 

2004 (online at http://www.un.org/sc/1540/)  
206 United Nations Security Council, United Nations Security Council resolution 1540, S/RES/1540 (2004), 28 April 2004 

(online at http://www.un.org/sc/1540/)  
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The resolution further calls upon states to promote dialogue and cooperation on nonproliferation 

(paragraph 9) and to take cooperative action to prevent illegal trafficking (paragraph 10).207 

While passing the resolution was by no means without complaint, it is evident that it addressed a gap in the 

nonproliferation plan that the three main treaties (the Nuclear Non-Proliferation Treaty (NPT), the 

Chemical Weapons Convention, and the Biological and Toxins Weapons Convention) failed to fill  namely, 

that these treaties do not directly regulate non-state actor behavior.  In addition, UNSCR 1540 is universally 

binding. Those states not party to those treaties were obligated to implement domestic laws that 

nevertheless covered major provisions of these agreements.  

 

 

MULTILATERAL EXPORT CONTROL REGIMES 
Multilateral export control regimes are consensus-based, voluntary arrangements of supplier countries that 

produce technologies useful in developing weapons of mass destruction or conventional weapons. The 

regimes aim to restrict trade in these technologies to keep them from proliferating states or terrorists.208 

While playing an important role in denying access for states and non-state actors with malicious intent to 

technologies and materials that could be used to cause harm, obstacles remain that limit the effectiveness 

of these regimes. The requirement to achieve consensus in each regime allows even one member to block 

the adoption of needed reforms. Because the regimes are voluntary in nature, they cannot enforce 
209  

There are four principal voluntary multilateral export control regimes, each with approximately 40 

members:  

¶ The Australia Group (AG) (focuses on trade in chemical and biological weapons) 

¶ The Wassenaar Arrangement (WA) (focuses on trade in conventional weapons and related items 

with dual-use applications) 

¶ The Missile Technology Control Regime (MTCR) (focus on trade of missiles and component parts 

capable of delivering weapons of mass destruction) 

¶ Nuclear Suppliers Group (NSG) (focuses on trade in nuclear technology and components) 

                                                             
207 United Nations Security Council, United Nations Security Council resolution 1540, S/RES/1540 (2004), 28 April 2004 

(online at http://www.un.org/sc/1540/)  
208 United States General Accounting Office (GAO), Strategy Needed to Strengthen Multilateral Export Control 

Regimes, October 2002, p. I (online at http://www.gao.gov/new.items/d0343.pdf)  
209 For example, Russia exported nuclear fuel to India in a clear violation of its commitments, threatening the viability 

of one regime. 
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Of these regimes, the Australia Group, Wassenaar Agreement, and the Missile Technology Control Regime 

are most pertinent to the prevention of the spread of biological weapons and related technologies and 

components. 

THE AUSTRALIA GROUP 
ensure that 

exports do not contribute to the development of chemical or biological weapons (CBW) through exploitation 

of any differences and ambiguities in national export control regimes, allowing circumvention of the 

controls 210  

Participating states cooperate in the ". . . harmonization of national licensing measures and information 

exchange, that exports of certain chemicals, biological agents, and dual-use chemical and biological 

manufacturing facilities and equipment from participating countries.211 

Initially focusing on limiting and controlling their trade with so ,

more recently expanded its measures to prevent the acquisition of CBW materials and technologies by non-

state actors. Since its creation in 1985, the number of participating States has expanded to 40,       including 

the industrialized nations of Europe and North America, as well as South Korea, Japan, Argentina, New 

Zealand, Australia, and the European Commission. 

All Australia Group participants are parties to the Chemical Weapons Convention (CWC) and the Biological 

Weapons Convention (BWC). The stated prime objective of the Australia Group is to support the goals of 

these Conventions. 

The AG represents political commitments by each of the partners, and each partner nation is committed to 

take whatever domestic actions are necessary to enact all adopted measures in its national export control 

system. Each partner-nation, however, exercises national discretion in implementing AG-adopted proposals 

consistent with the AG guidelines. A state may choose to control the export of an AG-controlled commodity 

to destinations different from those of other partners and impose licensing requirements that are either 

more or less stringent than another partner has chosen to impose. 

Partner nations try to prevent the spread of CBW and their component parts by licensing the export of 

certain chemicals and their precursors, biological agents, and dual-use chemical or biological manufacturing 

equipment and technologies. They harmonise their export controls through the use of common control 

lists, which specify items that participants undertake to control through their respective export licensing 

                                                             
210 Australia Group website homepage (online at http://www.australiagroup.net/en/index.html)  
211 Australia Group website homepage (online at http://www.australiagroup.net/en/index.html)  
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procedures. Licensing procedures allow governments to consider whether a particular export could 

contribute to chemical or biological weapo

obligations in the BWC and/or CWC.  

The control lists are dynamic, allowing them to be adjusted and updated in light of any changes in 

technologies, threats, and policies, to ensure their relevance and effectiveness. Because the Group 

operates by consensus, however, additions to the control lists often undergo two or three years of 

deliberations at the policy and technical levels prior to agreement and adoption. The AG focuses on 

programmes, chemicals, biological agents and equipment, technologies and end-users of concern and has 

specifically adopted controls on the export of intangible technology and to control technology transfer via 

intangible mechanisms. 

There are currently six control lists212 covering: 

¶ Chemical weapons precursors 

¶ Dual-use chemical manufacturing facilities and equipment and related technology 

¶ Dual-use biological equipment 

¶ Biological agents 

¶ Plant pathogens 

¶ Animal pathogens 

The Group has adopted a catch-all provision for the licensing of non-listed items. The term catch-all refers 

to items that are not specifically controlled, but that, nevertheless, could facilitate CBW proliferation. These 

provisions are included in approved licensing guidelines.  

In practice the control lists constitute monitoring and licensing arrangements for exports. Every export 

licence application is examined by the national authority on a case-by-case basis, with the decision about 

whether to supply the requested items resting solely with the country approached. An export is denied if 

there is a particular concern about potential diversion for CBW purposes. 

THE WASSENAAR AGREEMENT 
The Wassenaar Arrangement on Export Controls for Conventional Arms and Dual-Use Goods and 

Technologies (WA) was established in 1996 with the aim of promoting transparency and greater 

responsibility in transfers of conventional arms and dual-use goods and technologies, thus preventing 

destabilizing accumulations.213 Participating States seek, through their national policies, to ensure that 

transfers of these items do not contribute to the development or enhancement of military capabilities 

                                                             
212 All available on the Australia Group website at http://www.australiagroup.net/en/controllists.html  
213 see homepage of the Wassenaar Agreement online at http://www.wassenaar.org/ 
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which undermine these goals and are not diverted to support such capabilities. While originally focusing on 

the actions of States, in 2001 participating States decided to expand its purview to include preventing 

acquisition of conventional arms and dual-use goods and technologies by terrorist groups and organisations 

as well as by individual terrorists. 

The Wassenaar Arrangement is presently composed of 40 countries that adhere to, and implement, a 

number of best practice guidelines and procedures on export controls, namely:  

¶ Best Practice Guidelines for Exports of Small Arms and Light Weapons (SALW) 214 

¶ Elements for Export Controls of Man-Portable Air Defence Systems (MANPADS)215 

¶ Elements for Effective Legislation on Arms Brokering216 

¶ Statement of Understanding on Control of Non-Listed Dual-Use Items217 

¶ Best Practices for Implementing Intangible Transfer of Technology Controls 

¶ Best Practices to Prevent Destabilising Transfers of Small Arms and Light Weapons (SALW)218 

through Air Transport 

The WA also maintains a Control List of Dual-Use Goods and Technologies and Munitions219 that are subject 

to export controls.  

The WA countries maintain effective export controls for the items on the agreed lists, which are reviewed 

periodically to take into account technological developments and experience gained. Through transparency 

and exchange of views and information, suppliers of arms and dual-use items can develop common 

understandings of the risks associated with their transfer and assess the scope for coordinating national 

control policies to combat these risks. 

The Arrangement's specific information exchange requirements involve semi-annual notifications of arms 

transfers, currently covering seven categories derived from the UN Register of Conventional Arms. 

Members are also required to report transfers or denials of transfers of certain controlled dual-use items. 

he attention of members the transfers 

that may undermine the objectives of the Arrangement. 

Information exchanged in the Arrangement can also include any other matters relevant to the WA goals 

that individual Participating States wish to bring to the attention of other members. 

                                                             
214http://www.wassenaar.org/publicdocuments/2007/docs/SALW_Guidelines.pdf 
215 http://www.wassenaar.org/publicdocuments/2007/docs/Elements for Export Controls of Manpads.pdf 
216http://www.wassenaar.org/guidelines/docs/Elts_for_effective_legislation_on_arms_brokering.pdf 
217 http://www.wassenaar.org/guidelines/docs/Non-listed_Dual_Use_Items.pdf 
218http://www.wassenaar.org/publicdocuments/2007/docs/Best_Practices_to_Prevent_Destabilising_Transfers_of.pd

f 
219 http://www.wassenaar.org/controllists/index.html  
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THE MISSILE TECHNOLOGY CONTROL REGIME 
Established in April 1987, the voluntary Missile Technology Control Regime (MTCR) aims to limit the risk of 

the proliferation of nuclear, chemical, and biological weapons (NBC) by controlling the transfers of ballistic 

missiles and other unmanned delivery systems that could make a contribution to delivery systems for NBC 

attacks. The regime urges its members to restrict their exports of missiles and related technologies capable 

of carrying a 500-kilogram payload at least 300 kilometers or delivering any type of chemical, biological, or 

and nuclear weapon. MTCR members have also agreed to restrict intangible technology transfers, such as 

sending missile blueprints by e-mail or fax.  Since its inception, the MTCR has been credited with slowing or 

stopping several missile programmes by making it difficult for prospective buyers to get what they want or 

stigmatizing certain activities and programmes.220  

Each MTCR member is supposed to establish national export control policies for ballistic missiles, cruise 

missiles, unmanned aerial vehicles, space launch vehicles, drones, remotely piloted vehicles, sounding 

rockets, and underlying components and technologies that appear on the regime's control list. Prohibited 

materials are divided into two Categories, which are outlined in the MTCR Equipment, Software, and 

Technology Annex.221 Items are added or subtracted from the lists through consensus decisions. 

The annex is divided into two separate groupings of items, Category I and Category II. Category I includes 

complete missiles and rockets, major subsystems, and production facilities and is subject to a strong 

presumption of export and license denial. The transfer of production technology for Category I items is 

prohibited. Specialized materials, technologies, propellants, and sub-components for missiles and rockets 

comprise Category II. The transfer of Category II items is less restrictive, but still requires end-use 

certification or verification where appropriate. 

Potential exports of Category I and II items are to be evaluated on a case-by-case basis. Approval for 

Category I exports is supposed to be rare. The regime's guidelines, which set out criteria for weighing 

possible exports, instruct members that "there will be a strong presumption to deny" Category I transfers. 

No exports of production facilities are to be authorized. MTCR restrictions for Category II exports are less 

severe, largely because many items in the category also have civilian uses. Members, however, are still 

asked to exercise caution in making such deals. No member can veto another's exports. 

The MTCR identifies five factors that members should take into account when evaluating a possible export 

of controlled items: 

                                                             
220 For example, Argentina, Egypt, and Iraq abandoned their joint Condor II ballistic missile program. Brazil, South 

Africa, South Korea, and Taiwan also shelved or eliminated missile or space launch vehicle programs. Some Eastern 
European countries, such as Poland and the Czech Republic, destroyed their ballistic missiles, in part, to better their 
chances of joining MTCR. The regime has further hampered Libyan and Syrian missile efforts. 

221 http://www.mtcr.info/english/annex.html  
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1. Whether the intended recipient is pursuing or has ambitions for acquiring weapons of mass 

destruction 

2. The purposes and capabilities of the intended recipient's missile and space programmes 

3. The potential contribution the proposed transfer could make to the intended recipient's 

devel  

4. The credibility of the intended recipient's stated purpose for the purchase  

5. Whether the potential transfer conflicts with any multilateral treaty (i.e., NPT, CWC, BWC). 

MTCR members are asked to obtain an assurance from the intended recipient that it will only use the 

export for the purpose claimed when requesting the deal and to  secure a pledge from the intended 

recipient that it will not transfer the requested item or any replicas or derivatives to a third party without 

permission. Because the regime is voluntary and the decision to export is the sole responsibility of each 

member, the MTCR has no penalties for transfers of controlled items and no formal mechanism to enforce 

compliance.
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GLOSSARY 
Amerithrax: refers to the 2001 anthrax attacks in the United States. Letters containing anthrax spores were 
mailed to several news media offices and two Democratic U.S. Senators, killing five people and infecting 17 
others. 

Bioethics: from Greek bios, life and ethos, behavior; coined in 1927 by Fritz Jahr. Throughout the twentieth 
century, the term evolved into a broader meaning to become a scientific discipline representing a link 
between biology, ecology, medicine, and human values. Today the field of bioethics addresses a broad 
swath of inquiry including the issues of abortion, animal rights, artificial life, assisted suicide, biopiracy, 
biorisk, cloning, genetic engineering, medical confidentiality and consent, human and animal 
experimentation, genomics, medical research, gene therapy, organ donation and transplant, stem cell 
research, nanomedicine and professional ethics, and scientist accountability, among many others. 

Biorisk:  the combination of the probability of occurrence of harm and the severity of that harm when the 
source of harm is a biological agent or toxin.  The source of harm may be an unintentional exposure, 
accidental release or loss, theft, misuse, diversion, unauthorized access, or intentional unauthorized 
release. 

Biological weapons: Those weapons that achieve their intended target effects through the infectivity of 
disease-causing microorganisms and other such entities, including viruses, infectious nucleic acids, and 
prions. Such weapons can be used to attack human beings, other 
animals, or plants. 

Biorisk Management System
implement its biorisk policy and manage its biorisks. A management system is a set of interrelated 
elements used to establish policy and objectives and to achieve those objectives. The system includes 
organizational structure, planning activities (e.g., risk assessment and the setting of objectives), 
responsibilities, practices, procedures, processes, and resources. 

Biorisk Management: the  actions taken (by laboratories or facilities that handle, store, or dispose 
biological agents or toxins) to control or minimize biorisk to acceptable levels in relation to employees, the 
community, and others, as well as the environment, which could be directly or indirectly exposed to 
biological agents or toxins. 

Biosafety Levels (BSLs): BSL-1 to BSL-4 (or P1 to P4), describe controls to be used for increasingly hazardous 
biological agents. Biosafety level assignments address the safety risks and do not necessarily map to the 
security concerns. To illustrate, depending on the work, Bacillus anthracis is sometimes handled in a BSL-2 
or a BSL-3 in the U.S. and HIV is often handled in a BSL-3. 

Biosafety: also called biocontainment. Laboratory biosafety describes the containment principles, 
technologies, and practices that are implemented to prevent unintentional exposure to biological agents 
and toxins, or their accidental release. 

Biosecurity: Protection, control, and accountability measures implemented to prevent the loss, theft, 
misuse, diversion, or intentional release of biological agents and toxins and related resources, as well as 
unauthorized access to, retention, or transfer of such material. 
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Biowarfare: the deliberate use as an act of war of disease-causing biological agents such as bacteria, 
viruses, fungi, or biological toxins to kill or incapacitate humans, animals, or plants.  

Biological and Toxin Weapons Convention or BTWC: the first multilateral disarmament treaty banning the 
production of an entire category of weapons. It was the result of prolonged efforts by the international 
community to establish a new instrument that would supplement the 1925 Geneva Protocol. It was opened 
for signature on April 10, 1972, and entered into force on March 26, 1975, when twenty-two governments 
had deposited their instruments of ratification. It commits the 163 states that are currently party to it to 
prohibit the development, production, and stockpiling of biological and toxin weapons. 

Cartagena Protocol on Biosafety: entered into force on 11 September 2003, the Biosafety Protocol seeks to 
protect biological diversity from the potential risks posed by living modified organisms resulting from 
modern biotechnology. The Biosafety Protocol makes clear that products from new technologies must be 
based on the precautionary principle and allow developing nations to balance public health against 
economic benefits. It will, for example, allow countries to ban imports of a living modified organism if they 
feel there is not enough scientific evidence that the product is safe. It requires exporters to label shipments 
containing genetically altered commodities such as corn or cotton. 

Code of Conduct: set of rules outlining the responsibilities of or proper practices for an individual or 
organization. Related concepts include ethical codes and honor codes. 

COMSTECH: Standing Committee on Scientific and Technological Cooperation for the promotion and 
cooperation of science and technology activities among the Organization of Islamic Countries (OIC) 
member states. Established by the OIC's Islamic Summit in 1981 for the purpose of building on indigenous 
capabilities in science and technology, promotion, and cooperation in relevant areas, and establishment of 
institutional structure for planning and development at Ummah level. 

Chemical Weapons Convention or CWC: entered into force on 29 April 1997. The CWC explicitly bans the 
use of chemical weapons and requires that all existing stocks of chemical weapons be destroyed within 10 
years. The CWC is underpinned by a "general purpose criterion" that  defines the substances to which its 
prohibitions apply and is sufficiently flexible to allow the Convention to keep up with technological change 
and, in the case of dual-use chemicals, to exempt application for peaceful purposes from its prohibitions 

Disease outbreak: a term used in epidemiology to describe an occurrence of disease greater than would 
otherwise be expected at a particular time and place. It may affect a small and localized group or impact 
thousands of people across an entire continent. Two linked cases of a rare infectious disease may be 
sufficient to constitute an outbreak. Outbreaks may also refer to epidemics, which affect a region in a 
country or a group of countries, or pandemics, which describe global disease outbreaks. 

Dual use: the potential for life sciences and technologies to be used for beneficial or harmful purposes. 

Dual use research: legitimate research findings that could potentially be misused to threaten public health 
or national security. 

Dual-use research of concern: research that, based on current understanding, can be reasonably 
anticipated to provide knowledge, products, or technologies that could be directly misapplied by others to 
pose a threat to public health and safety, agricultural crops and other plants, animals, the environment, or 
material. 
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EU Directive: a legislative act of the European Union requiring member states to achieve a particular result 
without dictating the means to achieve that result. It can be distinguished from regulations, which are self-
executing and do not require any implementing measures. Directives normally leave member states with a 
certain amount of leeway concerning the exact rules to be adopted. 

Geneva Protocol: signed at Geneva on June 17, 1925, and entered into force on February 8, 1928. It is a 
treaty that prohibits the use of chemical weapons and biological weapons, but does not address 
production, storage, or transfer. Later treaties the 1972 Biological Weapons Convention and the 1992 
Chemical Weapons Convention did cover these aspects. 

Genomics: a discipline in genetics concerning the study of the genomes of organisms. The field includes 
intensive efforts to determine the entire DNA sequence of organisms and fine-scale genetic mapping 
efforts. The field also includes studies of intragenomic phenomena such as heterosis, epistasis, pleiotropy, 
and other interactions between loci and alleles within the genome. 

Genetically Modified Organism/Genetically Engineered Organism: A genetically modified organism (GMO) 
or genetically engineered organism (GEO) is an organism with genetic material that has been altered using 
genetic engineering techniques. These techniques, generally known as recombinant DNA technology, use 
DNA molecules from different sources that are combined into one molecule to create a new set of genes. 
This DNA is then transferred into an organism, thereby giving it modified or novel genes. 

Living Modified Organism or LMO: those organisms that have been genetically modified through the 
application of biotechnology, including organisms that have been modified by novel recombinant DNA 
techniques as well as those that have been modified by mutagenesis or classical breeding and selection 
techniques. 

Mendoza Accord: accord among the governments of Argentina, Brazil, and Chile agreeing not to develop, 
acquire, stockpile or retain, transfer directly or indirectly, or use biological weapons. 

Missile Technology Control Regime or MTCR: established in April 1987, it aims to limit the risk of the 
proliferation of nuclear, chemical, and biological weapons (NBC) by controlling the transfers of ballistic 
missiles and other unmanned delivery systems that could make a contribution to delivery systems for NBC 
attacks. The regime urges its members to restrict their exports of missiles and related technologies capable 
of carrying a 500-kilogram payload at least 300 kilometers or delivering any type of chemical, biological, or 
nuclear weapon. MTCR members have also agreed to restrict intangible technology transfers, such as 
sending missile blueprints by e-mail or fax.   

Nanomedicine: the medical application of nanotechnology. Nanomedicine ranges from the medical 
applications of nanomaterials, to nanoelectronic biosensors, and even possible future applications of 
molecular nanotechnology. Current problems for nanomedicine involve understanding the issues related to 
toxicity and environmental impact of nanoscale materials. 

National Science Advisory Board for Biosecurity: body that provides information to support the U.S. 
government on biosecurity issues.  

Pathogen: a microbe or microorganism such as a virus, bacterium, prion, or fungus that causes disease in 
its animal or plant host. A pathogen introduced by deliberate human agency  as in bioterrorism  is 
termed a biological agent, or bio-agent.  
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Personal protective equipment or PPE: protective clothing, gloves, face and eye protection, and the like 
used to protect against exposure to biological agents and toxins. 

Recombinant DNA technology: used to identify, map, and sequence genes and to determine their function. 
Recombinant DNA probes are employed in analyzing gene expression within individual cells and throughout 
the tissues of whole organisms. 

Treaty: an international agreement executed between States in written form and governed by international 
law, whether embodied in a single instrument or in two or more related instruments and whatever its 
particular designation. 

UN Security Council Resolution 1540, UNSCR 1540:  adopted in April 2004, it establishes for the first time 
binding obligations on all UN member states under Chapter VII of the UN Charter to take and enforce 
effective measures against the proliferation of weapns of mass destruction, their means of delivery, and 
related materials. 
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